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SENATE BILL 369

AN ACT establishing a committee to conduct a study on the need for standards to protect health information
privacy. '

SPONSORS: Sen. Wheeler, Dist 21; Rep. M. Fuller Clark, Rock 36; Rep. Taylor, Straf 11
COMMITTEE: Insurance
AMENDED ANALYSIS

This bill establishes a committee to conduct a study on the need for standards to protect
health information privacy.

Explanation: Matter added to current law appears in bold italics.

Matter removed from current law appears [mrbracketyamd-strucithroush-]

Matter which is either (a) all new or (b) repealed and reenacted appears in regular type.
2/3/00 3071s
00-2472
01/10
STATE OF NEW HAMPSHIRE
In the Year of Qur Lord Two Thousand

AN ACT establishing a committee to conduct a study on the need for standards to protect health information
privacy.

Be it Enacted by the Senate and House of Representatives in General Court convened:

1 Committee Established. There is established a committee to conduct a study on the need for standards
to protect health information privacy.

2 Membership and Compensation.

1. The members of the committee shall be as follows:
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(a) Five members of the senate, appointed by the president of the senate.
(b) Five members of the house of representatives, appointed by the speaker of the house.

II. The committee shall solicit information and participation from representatives of affected groups,
organizations, or agencies, including, but not limited to:

(a) The commissioner of insurance.

(b) The commissioner of health and human services.

(c} Health care consumers.

{d) Health care providers.

(e) Health insurers.

(f) The New Hampshire Health Information Management Association.
(g) The New Hampshire Hospital Association.

(h) Property and casualty insurers.

ITII. Members of the committee shall receive mileage at the legislative rate when attending to the
duties of the committee.

3 Duties.
1. The committee shall study the need for standards to protect health information privacy . .

II. The committee shall consider existing proposals that set standards for the protection of health
information privacy, including, but not limited to:

(a) The Health Information Privacy Model Act established by the National Association of °
Insurance Commissioners.

(b) Recommendations developed by the United States Department of Health and Human
Services on Privacy of Medical Information.

4 Chairperson; Quorum. The members of the study committee shall elect a chairperson from among the
members. The first meeting of the committee shall be called by the first-named senate member. The first
meeting of the committee shall be held within 45 days of the effective date of this section. Four members of
the committee shall constitute a quorum.

5 Report. The committee shall make an interim report on its findings together with any
recommendations for proposed legislation to the senate president, the speaker of the house of
representatives, the senate clerk, the house clerk, the governor, and the state library on or before November
1, 2000 and shall make a final report on or before November 1, 2001.

6 Effective Date. This act shall take effect upon its passage.
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January 12, 2000
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01/09

Amendment to SB 369

Amend the bill by replacing section 2 with the following:

2 Membership and Compensation.
I. The members of the committee shall be as follows:
(@ Five members of the senate, appointed by the president of the senate.
(b) Five members of the house of representatives, appointed by the speaker of the house.
II. The committee shall solicit information and participation from representatives of affected
groups, organizations, or agencies, including, but not limited to:
(a) The commissioner of insurance.
{b) The commissioner of health and human services.
{c} Health care consumers.
(d) Health care providers.
(e) Health insurers.
(f) The New Hampshire Health Information Management Association.
() The New Hampshire Hospital Association.
(h) Property and casualty insurers.
[II. Members of the committee shall receive mileage at the legislative rate when attending to

the duties of the committee.

Amend the bill by replacing sections 5 and 6 with the following:

5 Report. The committee shall make an interim report on its findings together with any
recommendations for proposed legislation to the senate president, the speaker of the house of
representatives, the senate clerk, the house clerk, the governor, and the state library on or before
November 1, 2000 and shall make a final report on or before November 1, 2001.

6 Effective Date. This act shall take effect upon its passage.
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This bill establishes a committee to conduct a study on the need for standards to protect health
information privacy,
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Date:  January 11, 2000
Time: 9:40AM
Room: State House, Room 103

The Senate Committee on Insurance held a hearing on the following:

SB369 establishing a commilttee to conduct a study on the need for
standards to protect health information privacy.

Members of Committee present: Senator Wheeler, Chairman
Senator Eaton
Senator Fraser
Senator Squires

The Chair, Senator Katie Wheeler, opened the hearing.

Senator Katherine W. Wheeler, D. 21-

I'm going to open the Insurance Committee meeting this morning and
welcome our new committee member, Senator Eaton. We are delighted to
have him with us. And just for the record I want to say that we will always
miss Senator Blaisdell. He was such an intricate part of this committee for
80 many years that his absence will be felt.

But we're looking forward to a new session with Senator Eaton, with our new
Vice Chair, Senator Francoeur, who's not able to be here right now but I hope
will be coming in a little later. Senator’s King and McCarley are unable to be
with us this morning but we do have Senator Fraser and Senator Squires. I
am looking forward to a very productive session. I've asked Senator Fraser to
open the hearing on the first bill since I'm the Sponsor,

Senator Leo W. Fraser, Jr., D. 4:

Good Morning, I would like to open the public hearing on SB369,
‘establishing a committee to conduct a study on the need for standards to
protect health information privacy.” The Chair recognizes the Prime Sponsor
Senator Katie Wheeler from District 21.




Senator Katherine W. Wheeler, D. 21:

Thank you Senator Fraser. I am Senator Katie Wheeler and I am the Prime
Sponsor of SB369, which was a request of the Insurance Department. The
whole issue of health information privacy is becoming increasingly important
at all levels. The only changes that I might suggest, in the bill that we will
listen to as people testify, is perhaps increasing the number of
Representatives and Senators on it, as we will have a lot of work to do.

And I know that there are other people who want to be consulted. Other
groups, so we will take those into account to. So, I think it’s a very important
topic and I hope the Committee will look favorable upon it and I will defer
any other remarks of mine until after others have spoken.

Senator Leo W. Fraser, Jr., D. 4:
Thank you Madame Chairman and I would appreciate it if you would take
the chair.

Senator Katherine W. Wheeler, D. 21:

Thank you very much Senator Fraser. I will call you in the order on which
you've signed up unless there’s a reason to change. Sheila Evans is the first
person on the list. (Someone says something). Martha, oh, go away for
awhile and you forget what you should do. I'm sorry. I will call on the other
sponsors first, that is the normal procedure. Representative Martha Fuller-
Clark.

Representative Martha Fuller-Clark:

Thank you very much Chairman Wheeler, I appreciate the courtesy. For the
record my name is Martha Fuller-Clark, I represent Ward 2, Ward 5 and the
City of Portsmouth. As you heard from Senator Wheeler this is a bill that
was requested by the Insurance Department on the need to conduct a study
to protect health information privacy. I do have some information to share
with you from NCSL.

(See attached, Document #1)

So one of the challenges, I think, of this committee will be to look at if there’s
any possible way to be able to prevent that access to unauthorized and
inappropriate parties. So clearly the issue is to protect individual privacy
and at the same time allowing for justified access and research personal
health data.



(Representative Martha Fuller-Clark continues)

I think it’s clear that this is a complex issue. Many of you will remember that
2 years ago that main passed a patients privacy bill that turned out to be
completely unworkable and had to be rescinded by the Governor. It’s not
something that’s going to be easy to work out. I think it is clear that it needs
a committee. I think it’s true also that it may make sense to expand that
committee.

Legislation has passed in 6 or 7 other States that we need to look at. And we
need to be talking to as many interested parties as possible. And I hope that
we will find a way to be able to hear from patients as well as from the other
interested groups that have been mentioned in my previous testimony. I
would be happy to answer and I do think this is important that New
Hampshire devise a mechanism to solve this problem.

Senator Katherine W. Wheeler, D. 21:
Thank you very much for your testimony. Are there any questions? See
none. Representative Kathy Taylor, also a sponsor.

Representative Kathy Taylor:
Thank you Madame Chair, for the record I'm Kathy Taylor, Strafford,

District 11 from Dover. I think that almost all my testimony has been given.
I would second that we perhaps would need a larger committee, as this is a
vast amount of information to be gathered and worked on. I know that
Rhode Island, Connecticut and Maine have all been working for years on this
and Maine has just implemented its second law after the first one was
rescinded. That went into effect as of J anuary 1, 20000.

So I think that’s about it. I would be happy to answer any questions.

Senator Katherine W. Wheeler, D. 21:

Thank you very much. Are there any questions for Representative Taylor?
See none, thank you very much. I am going to call on Alex Feldvebel from
the New Hampshire Insurance Department since it was their request.

Alex Feldvebel - New Hampshire Department of Insurance:

Thank you Madame Chairman, Members of the Committee, my name is Alex
Feldvebel, I am here on behalf of the Insurance Department. I'd like to just
say a few words in terms of setting context for this bill.




(Alex Felduvebel continues)

One of the reasons I think it’s appropriate to go ahead now, expeditiously
with this study committee is that there is a lot happening on the Federal
level as well as the State level around health information privacy legislation
or rule making.

On the Federal level the Department of Health and Human Services is
required under the Health Insurance Portability and Accountability Act, has
promulgated a proposed rule on Health Information Privacy. Which is quite
detailed, I was just looking it over yesterday its 149 pages in small print.
And it provided basic standards for health information privacy and for access
to information for certain purposes such as, research and public health.

But it also is designed to basically set a floor, so that it would preempt State
law, only to the extent that State law might not include standards that are
up to the floor set by these Federal rules. It doesn’t preempt State law in
terms of going above the floor for providing protections. It also limited in a
number of ways, which the New Hampshire Legislature might not want to
limit itself.

It applies only to electronic information, so it doesn't apply to paper
information. It applies only to providers and health insurance carriers not to
other insurers. And it does not apply to downstream users of the health
information. '

So, it shouldn’t be viewed as necessarily as solving all the problems with the
respect to health information privacy. In fact, at the same time these rules
are being promulgated, Congress is considering further legislation on health
information privacy.

There were 3 bills in the last session and some of them would have provided
for stronger preemption of State law. One of them actually would have
completely preempted State law in less the State had some law in effect,
within 18 months of the effective date of the Legislation.

So I think that’s even more reason for us to be looking at the issue and
figuring out whether we want our own standard and what that standard
should be. Because it’s possible at the Federal level there might be
Legislation that would preempt States that have not acted.



(Alex Feldvebel continues)

A side from that we have the model developed by the NAIC, the Health
Information Privacy Model Act, which is an important thing to look at. We
felt the Insurance Department did, it would be inappropriate just to put that
in a proposed piece of Legislation. This issue is so complex and the whole
situation is even more complex with this activity at the Federal level. It
made more sense to have a study committee than to just propose this NAIC
model law. So that’s all I had to say.

Senator Katherine W. Wheeler, D. 21:
Thank you. Any questions? Senator Fraser.

Senator L.eo W. Fraser, Jr., D. 4:
Thank you Madame Chairman. Alex, you heard both Senator Wheeler and
Representative Fuller-Clark talk about increasing the size of the committee?

Alex Feldvebel:

Yes, that makes sense. I think its issue of great importance and great
concern to our factors. And I was also concerned that the initial draft, that
the other section, where we sort of list the stakeholders that need to be
consulted, that list maybe to short as well. So, I think it would be very well
to sort of consider both those factors, whether the committee should be
enlarged and whether the list of stakeholders that need to be consulted
should be enlarged as well.

‘Senator Leo W, Fraser, Jr., D. 4:
Follow-up, Madame Chair?

Senator Katherine W. Wheeler, D. 21:
Yes, Senator.

Senator Leo W. Fraser, Jr., D, 4:
Would you be kind enough to give the Chair any additional interested parties
that you think should be in the bill?




Alex Feldvebel:

Well one thing that occurred to me is that sort of the whole research
community isn’t sort of represented on the list of parties that need to be
consulted. But [ am sure we will hear more suggestions.

Senator Katherine W. Wheeler, D, 21:
Any more questions for Alex? See none, thank you very much. Sheila Evans
representing New Hampshire Women’s Lobby.

Sheila Evans - New Hampshire Women’s Lobby:

Yes, Good Morning, my name is Sheila Evans from the New Hampshire
Women'’s Lobby and the Women’s Lobby is in full support of this bill. They
specifically, the board meet and looked at all the bills that were filed, and
specifically felt this was a very important issue for women and families of
New Hampshire.

The only emphasis, which would echo what Alex and others had said, is that
we thought that inclusion of healthcare consumers should have a diversity of
people from different aspects of health experiences.

Because we find that different stories that people have, help raise the
awareness of where and how privacy can be invaded. So we were hoping that
it would be expanded not just generic consumers but people with different
interests in different areas.

Senator Katherine W, Wheeler, D. 21:

Thank you very much. Any questions from the Committee? I would just like
to make it clear that I think we all know that if a Committee such as this is
established that it's a very good idea to have as many suggests in the
Legislation as possible. But if somebody is inadvertently left out there will be
plenty of opportunities for those voices to be heard. Kathy Bizarro from the
New Hampshire Hospital Association. :

Kathy Bizarro - New Hampshire Hospital Association:
Good Morning Madame Chair, Members of the Committee.

(See document handed out in the hearing or attached to the original
copy, written testimony, Document #2).



(Kathy Bizarro continues)

One of the questions I was asked earlier was for potential additional
members for the study committee. I would suggest that the Hospital
Association would be more than happy to be involved.

But also there is a group called the New Hampshire Health Information
Management Association, they are a professional organization of medical
record professionals. They are very well versed in this area, so I would
suggest they would be a great group to include.

Senator Katherine W. Wheeler, D. 21:
Thank you very much. Are there questions? Senator Fraser.

Senator Leo W. Fraser, Jr., D. 4:
Kathy, is this a New Hampshire, are they here in Concord or where are they
located? .

Kathy Bizarro:

They are a voluntary professional organization that we work closely with
them through the Hospital Association and they have a current board that we
can work with, to draw upon.

Senator Leo W. Fraser, Jr., D. 4:
So you will be able to get them?

Kathy Bizarro:
Yes.

Senator Katherine W. Wheeler, D. 21:
Any further questions? See none, thank you very much for your testimony.
Jim Hatem, representing State Farm.

Jim Hatem - State Farm:

Madame Chair, Members of the Committee, my name is Jim Hatem
representing State Farm Insurance. Just a follow-up, I think it's been
mentioned before.




(Jim Hatem continues)

Our only comment is that property and casualty insurers have interest in
health information and we would like to make sure; or that we would request
that they be included in the members, the people who'll be providing
information and participating in the Committee.

Senator Katherine W, Wheeler, D. 21:

Thank you. Are there any questions for Mr. Hatem? See none, thank you
very much. Janet Monahan, representing the New Hampshire Medical
Society.

Janet Monahan - New Hampshire Medical Society:

Good Morning, for the record my name is Janet Monahan I'm representing
the New Hampshire Medical Society today. I think that previous speakers
have covered a lot of what I was going to mention. But I am handing out an
article; (See document handed out in the hearing or attached to the
original copy, Document #3) it’s interesting it’s on medical records and
health information privacy. I got it out of Kiplinger’s Financial Magazine, so
I thought it was interesting that this issue is important even to the financial
community.

Recently, President Clinton gave a speech and he said in that 1/3 of all
Fortune 500 companies check medical records before they hire or promote. I
think that’s a little bit scary. But in the article you’ll see that health insurers
will look at employers as the customer. There buying health insurance for
their employees, they will give them accessed information.

And what I found very interesting, I was a meeting at the Medical Society
last night, we were talking about the health Insurance program that we offer
to physician members. And Palmer Jones, my boss had said that our rates
are going up because of pharmaceuticals and two particular cases that were
expensive. So I asked him today, those 2 cases did the insurance company
give you the name of those people? He said yes.

And here Palmer’s not their employer that’s really scary. I don’t think those
physicians who used the services would necessarily want everyone to know
that. -And I think that you really need to a handle on this to find out what is
appropriate to share with pharmaceutical companies, for example. Because
you know PBM’s that handle a lot of the mail order drugs have access to a
tremendous amount of information.



(Janet Monahan continues)

Just recently the State was about to sign a contract with a company; a PBM
that was going to provide lower cost drugs to low income people of New
Hampshire. And as part of that they said right in their materials that we're
going to deduce the person’s diagnosis from what drugs we sell to them. And
then we're going to market over the counter products to these folks. I don’t
know that as people signed up for this program that they understand that
they're releasing a lot of their privacy.

So, this is very important and we are certainly willing to work with you folks
on this.

Senator Katherine W. Wheeler, D. 21:

Thank you. Are there any questions? See none, thank you very much for
your testimony. That concludes the list of those who've signed up. Is there
anyone else in the room who would like to testify on SB369? Seeing none I
will close the hearing on SB369.

Hearing on SB369 closed at 10:00am.

Respectfully submitted,
Linda Brosseau, Senate Secretary
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By: Author: Jacob Herstok
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In 1999, al lea:-t 35 stale logislatures looked lo enact faws clarilying tho
boundarios bo:woen confidentiality and privacy of modical rocards and rightful
acoess to com, wierlized haalth information by qualifiad medical msearchears,
Insurars and e, nployers.

In loday’s streamflned manased care environment, confidential health and medical data are collected,
analyzed, distributed and acessed In unprecedented quantities. Health carc providors accoss records to
diagnesce llinessas, coordinaa treatmont and ohtaln paymaont for eervices rendered, and monitor other
hoalth car providore in an £ itampt 1o hold hoalth care costs to a minimum. Clinieal rasearchorr. uso
mnadical records 1o gathar ve luable data on the course of a disease and how it responds to trealmani,
Insurers refer to medical recisrds to determine covarage, make payments on clalms, conduct utllization
reviews, and for underwriling purposes. An employer may use employee health care data 1o track worker
compensation claims and overmll heatth care costs.

The fact thal these divemsa, vetinterested, parties are ablo to obtain and use this confidantial Information
tor eo many different purpoe«s has meade the issue of acoess 10 medioal records of pammount concem in
today's hestth care debate.

Condfidential heatth cate info mation can Include an individual's madical, psychlatric, or psychological
history, diagnosle, condition, treatment, evaluation, or drug presorptions. This information commonly ls
mairtalned in wrillen, audiloty, visual, electronic, and other pliysical forms. Consumers and logistators
agree that it is necessary (o keep petien! hoatth care information confidential and free from unauthorized
acoess, ragardiess of wheth wr the neconds are kept on paper, preserved on microfilm, or stared in
compirtertetievablo form.

Key tssues

The single most pressing is< Je fueling the debate about access 1o medical records is How to profoct an
individual's privacy while, at 1he same time, allowing justilied research access to personal heallh data.

The proliferation of managor: care organizations has, In effect, croatod virtual storohousos of modical
records information. This infarmation, increasingly, is stored on computars and natworked datahascs.
This hag proven extremely hsipful to modical resoarchors who seek acoess to patient records.
Computerization has allowet' for new, elaborate analyees of large multlpurpose haalth databasaes.
Although ease of access to 1 s Information is beneficiat for researchers, it Is potentially intrusiva to
individual patients whose me-dical records may be accessible without their consent or knowledge:.

Becauso of tho demand for |calth care data, patients and providors are growing uneasy aboul thw crosion

of madical privacy. Anecdotal information In the print and electronic media have 1old stories that expose
tho vulnerablity of Ihe socur ly of computerized health records. This glves palients a justified roason to be
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worriod about unwamanied lisclosure and, in somo cases, outright abuse'of personal medical racords.
\h Threats to Medical Record Privacy

Computerization, While a1 cryption technology is available tc ensure privacy and ancnymity, the
computerization of medioal 1ecords aotually may serve to dacreaso privacy hy compiling infarmation that
can be acceesed by both ayv'lwrized and unauthorized users. Computerization ullimately may increase
the amount of accessibla intrmaltion as woll as the dsks of unauthorized modification and dissemination.

s Information: Compuler: have the potonlial lo store virtually a limitless amount of data. Anvona with
accoss to medical rocariis or tho ability 10 breach security measures s likely lo ba able to obtain
important parsonal information such as a social sccurity numbors, relevant addresses and cdates of
birlh.

s Access: Unlike printad :{ata, noetworked information is accessibla from any location, by any compatent
computer user, &l #ny i ne. This allows uccess 1o a large number of people and increases the
possibility of mistakes o+ isusa.

¢ Modilication: Compute r databages can be madified by skliled usors. Socurity can bo broached and
records could be misuscd, changed or deleted.

¢ Dissomination: Celleciing, exchanging and transmitting Information can occur much faster by
computer, thereby inore 1sing the possibility that medical information may bo widoly disseminatad in a
short poriod of time,

Partles Interested In mediral records

: & [nsurance companfes: Insurers use information contained In medical records before approving
- treaunent and/or exdent ng coverage.

e Drug companles: Phaimaceutical companies may have partnerships with doctors and hospitais that
allow prescription rccon's to be uscd for markoting.

* Court subpoonas: Pat'onts somotimos are unawara that thalr medical record history will be used in
courl. lurhermore, uniiscassary information can be included when the records are not adaquately
ecreened,

+ Employera: Sensltiva | aalth data may become avallable to employcrs thal offer thelr own heallh
plans.

Health insurance Portablilly and Accountabliity Act of 1996

Under the Hualth Insurence Portabilily and Accountabllity Act of 1998 (HIPAA), the U.S. Department of
IHealth and Human Servicee (HHS) was asked to develop recomynendations to protect the privacy and
confidentiafity of health care records. Secretary Donna Shalala prosented the recommendations to
Congrass in Saplember 1987,

Secratary Shalala urged Co 1grass to onact fodoral logisiation that would provide new rights for patiemts
and define responasibilities a'd limitations for those who need access 1o medical records. According to
Secrelary Shalala, by ested! shing a basic national standard of protention, thera will be dloar guidance and
significant incentives for the (air treatment of pereonal information by those in the hoalth caro ficld, and
there will be reat penaltios .+ misuse. Among the provisions propoged in the secrelary’s raport;

b




®  Organizations that aro orusted with health information must protoct it against deliberate ot
inadverent misuse or di-closure. Security measures shiouli be required to protect the
information against impr.per use by employesas, or lhreats tront outside. Organizalions hired
by providors and payers 1o process Information and complete other taske also ehould be
bound.

e Tivse who provide and pay lor health care should be required to give paliants a clear, writlen
cxplanation of how Lhey will use, keop and disclose information. Patients would be able to see and
cbiain copies of their records and propose comections. A history of mos! disclosures would have to be
maintainad and be madc accessible to patients.

e There should be punishinent for the misuge of personal heallh Information and rodross for pooplo who
ure harmed by its misus-,

e Tho federal health privan v legislation should supersede slate law that ls less protective
than the federal iaw. H cither the federal or state law forbids a disclosure, the disclosure should not be
made. Thus, the confide ntiality prolections should ba cumulative, and the federst legisiation shoutd
provide loor preomption.*

e Privacy protactions mus. be balanced with the public rosponstbility.to support national prioritios--like
public health, research, uality care and the fight against health care freud and sbusc.,

if Congress does not legislats on confidentiality by August 1939, then HIPAA calls for Socrolary Shatala to
impose confidentiality contro’s on oloctronic transaction systams.

1999 Federal Activity

With Congress’ cell-imposec August 2161 deadline 10 pass a medical records privacy hill passed, the
Department of Health and | { iman Servives’ Oftfice of the Assistant Secrelary for Platning and Evaluation
(ASPE) is busy drafting regu ations. ASPE has uni February 2000 to publish medical records privacy
regulations. A noticn of prop.sod rulomaking is expoctad somatimo in the fall. These regulations will
address privacy of electronic ally transmitted medica! information only. The underlying provision in the
Health Insurance Porability sind Accountability Act (P.L. 104-181) does not authorize tha Secretary to
develop regulations on broater issues of medical records privacy. Nuo 1o tha limitations on tha
Dapartmont in the law, the A dministration continues to press Congress to enact comprehensive madicat
records privacy legisiation, No bills have teen reporied from commitiee in elther the House or Sanate.

Pending in the Sonate Health, Education, Labor and Pensions (HELP} Committeo is 8. 578, sponsorod by
commitiea chair, Senator Jin Jefiords (R-VT) and pending in (he House Commerce Commitise are two
bills, H.R. 18411 sponsored by Represantatives Henry Waxman {D-CA), Gary Condit {D-CA) and Edward
Markay (D-MA) snd I1.R. 24-'0, aponaored by Congressman Graenwood (R-PA). A sidlo-by-side
comparison of the House bills is available on the AFI Hoallh Commiites webshe at
hitp:/Awww.nesl.org/etatafed/afihith, htm.

Medical Record Laws

A case study in the difficutty of the implementation of state medica! records laws is exemplified by a 1996
Minnesota law. The law, wi ioh has recelved much scrutiny, requires researchers thal use medical
records to:

¢ Nofity, In writing, al! paticnts seeking medica! care that medicai rocords may be releasod for rescarch
and thatl the patient may object;

®  Obtain the patient's gent ral authorization for the release of records for ressarch, which does not
expire but may be revok- d; and



PG 1IN L HA L 'O LOUSY43 ] S Do 1. AN LN - L AN W LOTH HYS FLwos a0

o On request, inform patie s whose records were released and toll them how they can contact tho
invesligators,

A Now Cngland Joumal of Medicine anticlo daled November 13, 1997, disputed the law for the difficutlics it
rroatad for providers and the rescarch community when irying to access medical inlormation for research
pUrpO8es.

The author of the article, L. Josoph Malton NI, M.D., uses the following oxample to illustrale some of the
difficultios created by the lav. al the Mayo Clinle in Rochester, Minnesota.

{ncreasing patients' coi trol over modical dala Is a laudable goal, but whal has been the result in
actual practice? A quai*er of a miltion patients will bo seen at the Mayo Clinlc in 1887. For practical
reasons, tha clinic has ~hosen to comply with the new law through an appointment-based system.
Patlents with an appointmen! are senl an authorization form to sign, along with an explanalory letier
and an informaltional brachure describing tha importance of medical-records research to patient caro.
Palicrils without appofiitmants must bao approached directly when thoy appear lor care. As of Oclober
1887, 86 percent of the: 214,000 pationts who relurned forms have provided this general
euthorization for the M.tyo Clinlo to use their medical-racords information for research if nondod. At
Olmsted Madical Genti-r, Mayo's main pariner In the Rochester Epidomivlogy Projecl, 97 percent
havo provided the rese arch authorization. Because of fogistic difficuities inherant in a largo tertiary
relerral cantar with ma. \y access points, other patients did not recelve or have nol relumed their
authonzatlon forms, th reby necassilaling tha additionat expense of follow-up letlers, Superimposed
on this considerable efon Is the naed lo develop an elaborate system to Irack the use of modical
records in research. Sive the vast majority of patients agree to the broad uso of thelr
medical-racords duata v research, one has to quastion this expendilure of scarce healih care
rasources, Indeed, th: overwholming preponderanca of agraement is consistont with the notion of
“Consiruclad consent” 'rom the whela paliant populaiion.

The complexity and sheer vilume of state medical record laws randers a comprehensiva ovorview
difficult. Inits effort 10 eslat ‘ish baseline information on state medica! record laws, the Natlonal
Conference of Stale Legisia'ures has been working closaly with the Healih Privacy Project at Georgatown
University to halp compilec a complete piclure of existing state laws. Tho lealth Privacy Project has found
{his 1o be a masaive underi: king, but siill hopes 1o have tha report complete somelime in late spiring.

In an aitempt to provide the most information in a timely mannor, the Health Pollcy Tracking Service at the
Nationa! Conference of Siaty Lagislatures survoyed all 50 slates last Novomber. The eurvey cansisted of
the Georgatown University | aw Contor, Legislative Survey of Stata Confidentiality Laws, with Specilic
Emphasis on HIV and Imrm nization wrillan by Larry Gostin, el al. in 1996 a5 a baseline. The Haalth
Policy Tracking Service ask.d its state contacts 10 help update the Georgelown report and the results are
listed below.

Table 1.
_ Medical Record Laws B
Quty to Matntatn Confldentiallty of Medical Records e

Duty to Malntaln

Conlidentiality of
State Health care Computerized

Physitans | Other Providars Institutions _Insurers Records

Atabama
Alaskn X
Arizona - - - i
"“‘M%Qﬁ_ X x_‘ o b4 ) .x x.
Calilomin B X X X . - ]
Coknado X_ ", S X - x
Connacticut X X X - . 1
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Indiana_
lowa
Kansas
Konlucky
Loulslana
Malne
Maryland

aska Gliusalts
Michigan
Minnosola
[Migslsaippl
[Missouri
IMentans
Notnaska
Nevian

Neaw Harnpshire
Naw Jorsay
New Maxioo
New York i
[Nonn Taroling ™
North Dakota
[« [
Ckiahoma

[Gregon
[Pornsyivarda
Rhodo istand
SN South kot
Tonnosson
BXAY
il
Vannont
i
'sshingion
Wl Virgida
Wisconsin !
. M . x X :
Source: Health Policy Trac -ing Service, National Conference of State Legisiatures, December 1998.
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Medical Record Laws Continued
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ol

i

|
b4

| ] >
>
I i

oAb Al b

-2

b4
bt B I E AT
T BB bt B e P I BB B B b4 P 3
>

*o |

21 e U E g’ DA
= ixx i

>
Fd

> =
x| xl x

el x| Ixelscfm|velaa] meic]n|n¢

IRt iyl yel v - ol 9e! e

Xl ) [
i) || xcfxe]me
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Current State Activity

In 1998, Maine wis tho only state to enact a broad-based comprohansiva medical records law that was
designed lo prolect the prive oy of madical records by mstricting what typos of information can bo
raleasad, and 1o whom. Tha: law was short lived however, Concems voiced by the media, relatives of
hospital pationts and by tho lergy, as woll as cautious interpretation by some hospitats led lagistators to
suspend the law in a unanimous #ouss and Senate vote when the aession began In January. Govermnor
Angus King (R) slgned the suspension Into law soon thereafter, offective immediately,

in March of this yoar, Ropro:.ontative Elaino Fullor (D), the sponsor of the 1998 law, introduced an
amondment to har bill {4 117i6) that was enacted inlo law in June. The law will teke eflect February 1,
2000. Some key provisions of the measure include expanding the list of partios 1o whom health providors
may disclose information. Ar originally worded, the law restricted Information that some family membors
could get without written pat ent authorization. In cascs whore a patient Is unconscious und unable to
authorize disclosure, 11 116¢ will give health providers the authority to disclose patiant information to the
spouses, paronts, adult chiliren, adult grandchildren, siblilngs, aunts, uncles and other adults familiar with
tho palionl. Tho law also list s non-family entities 10 whom limited information may be disclosed. Among
them are schools and jails regarding immunization information: anyone neading to set or confim



appoinimente for & third par'y; anyono who is picking up a drug prescription for a third party; clergy esking
abotit room Information and religious affiliation; media outlets asking to confirm the presence and genoral
health slatus of a patient; arrd members of the public asking for a room number and haalth status of &
WithicdbiespgietiCongressic nal deadline looming for foderal uclion, states have made medical racards
confidentiality a top prorty. Over 300 bills have been introduccd and mars then 100 have alrendy passed
through at loast one chamber. Like last year, many of the proposats simply make fechnical changes to
existing law. in 1869, huwever, elates havo followod Malne's lcad In 1998, as there have bean notably
more comprehensive afforts in dealing with medical record confidontiality.

Montana was tho lirst state 10 enact a broad medical records confidentiality law in 1999. Scnatc bill 103,
eigned inlo law on March 30, onacts the National Assosiation of Insurance Commissioners {NAIC) Modcl
Act. The law sele standard: for the uso of modical information by insurers. Toxas also enacted a law (S
1287) that applios tho state's oxisting privacy laws to pharmaoceutica! benefits managers (PBMs) and
tnsurers. Prior to 1989, only five othar statos--Arkansae, Californta, Malno, New York and Oregon--
requlate how insurers use n-adical records.

Aler sovoral yours of debat :, Hawall enacted a comprehensive medical record law (H 351} in June. The
detaited law sels slandards lor the use and disciosura of both private and public health Information. The
moasure uses specific langl.age 10 establish mechanisms to protect against the unauthorized and
inappropriate use of protectd health information thal ie malntainad as part of health carno trealment,
diagnosls, enrcliment, paym 2nt, plan administration, testing or resoarch processes. The law creates
incentives to tum personal b 2alth information Into non-identifiable health information for overeigh, health
research, public health, law 3nforcement. judiclal, and administrative purposcs. Finally, the law enacts
penalties.

Finalty, North Dakota enact2d a comprehensive law (S 2166) dealing with public health medical
information. The law sels st andards and circumstunces for the disclosure of individuals’ medical records
when it containa perlinent pi blic heatth information.

Tabin 3.
1999 Medical Record Legislation
Nole: Since mwre than 300 ivils that referance modical rocords hava boen introduced in 1809, this updale
includes only those measun s that have anacted and designates if a state has introduced a bill on this
{apic.

[Beato Laws Froviclons o Hes trtroducod a Bill
{Alabaroa - do . -
 Adasia - Z -
— = . SR

Aransas H 1070 Acoess 1o medical reconds for X

lagal proceadings.,

5527 Allows for & heatth taciitty to

disctose madical records under

thw ordor of o subpoona.

Conlidentiality of drug-free
e .83 workplaco program. o
Calitornia R B - - X. ..
Colorado H 1214 Makes siate trauma sysiem X '

et reconds confidential. ___J
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Connocticut 81100 [Apsiies tho stato's madioal 3
record 1aw to phanmacy
records.,

51019 Allows ho Depantment of
Murnial Hoolth and Agcaction
Somvices to have scoess to tha
records of Individuala thel thoy
peavida caro to.

H 7501a tnformation to cbtalinad in
{rnodlcu! recards About
HIV/AIDS tosting of prognant
WOMEN.

H 7032 Nuguitas MCOs to ostablish
procodures o maintain the
confidentiality of madical
tecords,

Galiware —— . =
Florida H 2128 - [ABows the Departmont of X
Health o obtain patient records
and insuranca Inforrnaftion
pursuant 1o » subipoena withotd
writton authorzetion trom the
pationt if the dapartment und
the protmida cause panel of tho
appropriato board, H any, find
reagonablo causa to Lalisve
that a heulth care proctitioner
has previdod Inadoquate
madical care based on

K_' trarmination of insurance and

also find that appropiate,
roasonable attemply ware
mada to oblaln a pativnt

- . _|rednana. N
Goorgla H o9 Cosfidentiality of pharmacy X
/NG INGUERNCO recorts.

11 660 Confidentiality of ‘raw resassch'

Fawall N TER) Compretensive madioa] X

H1138 In conducting invesiigations
that rainte to the threed of
pubdic haatth, allows an
authorizod roprocantativa ko
view tho limited portion of tho
patient's medical record diroctty
reigvant In imo and scope to
tho disoase Incidence under

' invostigation,

Allows any sgency to provide
6 588 modical records at the reguosl
of any other participating
agancy, of any offender
[ravelving suporvision or
reatment while under vustody
of the state for purposos of eox
offsnder treatment and

- I ———de commumily Ruparvishon,
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Idaho

tilnole

61183

M43

& 387

5 541

s

Eslablishes immunization
regislry.

Providos that confidential
maalical information idantltying
a patient wil not ko avallatde:
for public ingpection In o way
that idontifies a patient.

Optomatrisis modical records,

Hospital uee and dicclosure of
modical revonis.

Confldentiality of donlisty
reconds.

indlana

H 1001

H 2035

Childron's heaith Insurance
Imedical records.

Establishas a slute
immunization rogictry,

$ 248

Pravides for strict
confidontiality rolating to a2
patisnt's HIV slatus. Contains
proviglona when disclosura is

Kansas

qulﬂnm

H 124

H 620

H 1352

8 a70

S 709

jooroner and his agents whon

Provides protoction from civil
end crimine Haldiity for the

conducling any invastigstion, or.
reviow of any ralevani medical
jrooords withourt the nocesstly of
authorization, subnoena, or
oourl (eder.

Malntonenao of olactronio

cription reconds and
phamaoists handiing of
ioad reoorcs.

Disolesure of minor's modical
and gonelic records.

Bocial warkens handling ond
use of medicel records.

Agouss to mexdlical recards
owned by sinla departmonts for
research and olhor statistical

MMBOGes.
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Maine H518 Estiablishas & slly iha ] X
confiderntiality of lnformnation

.y rogarding pefsons receiving
AN sarvioss fundad in whaole or in
parl Ly tha Mantal Hoalth,
Mental Retardation and
Substance Abuse Sarvices
Departrrigen.

H 1156 Amaends and clarifles
comprahansive medical recond
... law onactod last year.
Maryland ) o i

Massachusetts o - p
Michlgan - = —— - cm——
Minnasola —

Mizslzsipp 83016 Chiropractors' medical racords.
Missouri - B

Montana H 607 Parmis the DOH fo promulgute
nides I ensuro tho
confidontiality ot haaitn
ntormaftion,

!

xxxxixxx

8108 Oomprehanaive madical
recuds privacy bill targsted at
kurers.

5300 Defines reasonabia fea for the %
purposas of charging those
authoizod who request conles
of lheirs or othars medical
e ,___jraoords. . )
L Nobraska L7 Permitc a pationt's X
" rapresantalive to requast
refease of medioal rocords in
cortain clrcumstances. Saly
Ilnas ta obtaln costs of medical
neoords.

Novadn TTTTARS Discloaure of medionl rocords X
of abusad children,

A 230 Estatdighes & aystem for tho
oollection of Information
ooNoaming advarsa birih
oulcomas,

S163 Establishes tha! I! a parson
recelving 8ervices in a homo
for Individual raskdential care ix
transferred 1o another homa,
the horme musl forward a copy
of hig or her madical records to
. R jthe othor homo.

Now Hampehire ” = s

New Jarsey o . -- 3 X




- e TRl e o et

Now Mexico

I_—wﬂ """ .
North Caroling

thIM PO

HANT

Callg for 0 study of the
protoction, Hocaks, use,
digelogure and elactronic
lransmission security starmlards
of personat health date.

Allows accass 10 madicat
racords for patients applying tor
dizabfilty benefiis.

|North Dakota

H 957

H 968

Establishas procaduras lor
malntadning & alacironlc copy
and papar oopy of a patonts
modicol rocords,

Confidential Information
oblained by HMO's or other
provider eponsoroed
organirations may be disclosed
irsuan! 1o o court ordor.

111143

£ 2400

$ 2166

H 289

Suls fees for copies of medical
rocords.

Pamnits MCOs to put
procodures In pluco 1o ensure
tha nonfidentlality of modiocal
reoords,

Sets somprohensivo public
leaith confidentiality standards.
Faes for copios of vital records.

H 1368

H 2146

K2179

" {Gontwms of ‘wbstradt rocords”

Reaquiras informod consant for
dicolostne of tesue sumpdan i
lranonrch

Subpoena of medion! records,

{Ponnayivanis

ord .. .
IMG«M :

H3488

e —— o r——

e P

Tonnessoe

5126

& 238

H 1223

MCO proceduras tor handiing
and disclosing medical reconds.

Acceas (o rocords by kin o!
doooasoed,

H&70

H 1145

_{patisnt who requeosis tham.

Provides Immunity from liabilty
to & pharmadcist for disclasing
|rrativnt Inlormation In certaln
ciroumastancos,

Allows a hogpital to charge the
actunl coste of postage when
sonding modical reconds 10

e aD
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S 1237

8 1806

H 2702

H 245%

AGGaER 10 medios rocords
upon tho doath of o, providor,

Applics 51al0’s privacy laws for
insurars to PEMs,

Confidentiatity of dantal
records,

Access gind use of medical
recondn by achool based Laallh
centers.

Accaxs 16 madical records of &
child by guardians.
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Utah

B4

Vermont

Confidontlnkty of HIW/AIDS
patianis’ racords.

Yirginia

H 2107

H 2131

8 1610 camne uy
H 2427

S 1064

61159

& 1158

Deama a minar sn adidt to
consant for ralansa of madical
records In cortain
circumastancos.,

Reoquires afl providors to
CISCIOS8 MBGICAl 1600IIS UPON
retpigel of an Injusad amployea.

Providor cannot disclose
nexdicud records lor any other
roacon than whal was
consanted.

Diaclosura of mental health
roonds.

Disclosure of minors mediocat

rocords for participation in
madical azsistance sarvices.

Maciosure of madical records
for raview for organ donation
gntial.

West Virginis ™~

S

Allows Indigont poreons froo
copies of thelr madical records
undar cartain cimumstancas.

Wisconsin

Wyoming

Sourca: Health Policy Tracking Servi

H22r

s65

Publish? ® ves
) O No
1
Commonts:
Analyst: Nicalo K xndall

" |Ragquiras tha confidentiaitty of

modical records In profossional
assistanoo programs.

Diaclosure of medicol records
during judicial

ce, National Conference of Stale Laglsialures, June 1693,
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TESTIMONY IN SUPPORT OF SB 369

ESTABLISHING A COMMITTEE TO CONDUCT A STUDY
ON THE NEED FOR STANDARDS
TO PROTECT HEALTH INFORMATION PRIVACY

SENATE INSURANCE COMMITTEE
JANUARY 11, 2000

Good Moming Madam Chair and members of the committee. My name is Kathy Bizarro.
and I am the Vice President for Strategic Information Services at the New Hampshire
Hospital Association. I would like to provide testimony in support of Senate Biil 369.

The need for standardization of health information privacy is clearly needed. This is a
complex and wide-ranging issue - even trying to define what constitutes health
information is tricky. As mentioned in the Senate bill language, there are attempts
currently underway at the national level to develop standards, but there has also been
work in this area at the state level.

Nationally, Congress passed a law in 1996, called the Health Insurance and Portability
Accountability Act (HIPAA), requiring that standards be developed to ensure proper
security of health information. The New Hampshire Hospital Association is working with
other state hospital associations and the American Hospital Association in formulating a
response to the US Department of Health and Human Services’ “Proposed Standards for
Privacy of Individually Identifiable Health Information”. The US DHHS’ proposal
focuses on personally identifiable electronic health information, which affects all
healthcare providers, insurers and healthcare clearinghouses. This primarily involves
medical record information.

At the state level, the New Hampshire Public Health Association received a Robert Wood
Johnson grant two years ago called “Turning Point” which involved an evaluation of the
public health infrastructure in the State of New Hampshire. There were several
workgroups established, including one to look at public health data availability. One
critical issue that arose was that there were different confidentiality standards for
different public health data sets (such as vital records and hospital discharge data). A
subgroup of public and private partners got together to develop language that would
streamline the privacy standards for all public health data sets. We are in our final stages
of development.

T'urge you to consider all of the national and state initiatives currently underway. I'm
available to the committee if you’d like more detailed information. Thank you for the
opportunity to present my comments this morning.

125 Adepont Read b Coneond, NITOVOL 7300 GO3225.0900 ) Fav: 6032254540 buapdwww.anbhaore
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‘adrug made

"+ e John Sheehan found It -
. offensive when a sales-
* rep used Information on his
patlents to piteh a drug-




!

by Elu Lilly, her fiem's parenc company

Shocked thar an vusider would have
access to s patients’ records, and the
avdacity to question his medical judyg-
ment, Shechan prompaly sent the sales
rep packing. Tl my 23 years of prac-
tice. | b never experienced anyvtinng
ke thar berore,” says Shechan e was
totally offenyive ”

O

While patrents and doctors may assume

n&ivey jﬂL'rl'L.lpﬁ. hLI[ nof unusaal.

therr relationshep s confidennial, deug
comparies, msurers, cmyployers and ooh-

er ounders know more about vou and

vour medical history than yeu rhink.

Sometimes this knowledge can be
anaoving, as in the case of a drugsoore
thar uses informatton on customers (o
sell vou a particular medication ar woo
vou awuy from your current pharmuacy.
Sometines it can be embarrassing, as
when vour emiplover finds our thar
vou're being treated for a parnicular
medical condinon.

But loss of cenfidentialiny momore
sertous 1 deters you from seekinyg
health care, "I you eliminate privacs.

vou chinnnace E\S)‘(_'l](:[hg_‘[‘:}[ﬁ_\'." [RISN

Jim Pyles, a lobbyis: on behali of the
American Psvchoanalviie Association
“Padients won't make drsclosures unle
they frel there s o confidenual relac
ship with the physican ™ Privacy adv
Cites \\‘(lrr}' []\J[. [.l!‘{L‘H Lo exIrermes, I
of confidentialiey could cost vou vour
healeh insurange coverage, vour b o
the prospece of Tuture L‘!".‘.{‘](‘»}‘ ISt

Congress has been wrestiing wath

seventl browd prososals 1o s it e
confidenoahiey of medicad niormano:
I vou have o medical recond, vou ha

a prvacy problem.” says Sen Parnick

e mm e ol c e e e —rs s r———pr



Leahv {D=Ve 1 who s SPOnsOCiL one

ol the bills Buc chunces of passage
appear shim Meanwhile, Iike Sheehan,
vou ma be surposed ac how fur afield
your medhial histoey can po,

Shevhun discovered chag s vasy gor
drog munuacterers o gt panen -
loetnacion B D case, the sales repre-
sentatie was frony POS Flealtl Sys-
terms, e o0 the Lzt fieme
phurco sl benehic manacemen:

VPN Digrers B PRM Companigs

o adimnsier the prosenpoon-benes

Porton of healtl ssarange Pl ts -

cause it's cosi-effecorve. But because
PBMs approve every drug a patient
buyvs, they have access to an enormous
amount of patient data. And chere’s
no prohibition against a PBM sharing
your information or selling it to drug
manufacturers. reseaschers, macketers
and other interested parties,

la face, many PBMs are owned by
drugstore chains or drug manufacturers.
At the time of Sheehan's rude awaken-
g 10 June 1998, PCS was owned by
Ele Lilly, which has since suld it to
Rite Aid. A company spokesman says
PCS doesn’t share padient daca wich
Rite Aid, but there's no federal law chac
specifically prevents iz,

[ fact, Rx America, 3 PBM based in
Litah. used patient daca o solicit busi-
ness for its owner, American Drug
Srores. In 1997 Amencan Drug Stores
sent coupons and solicitation letters ro
customers of Health Marz, an indepen-
denc drugscore chamn in Las Vegas, sug-
gesting thar they switch o Sav-on, z fo-
cal chin owned by American Drug
Stores. Healch Mart owner and pharma-
cist Mary Grear became suspicious
when many of her customers received
soticitarions. When Grear invesugated,
she discovered char all of the customers
were covered by an insurance company
that used Ry America, the PBM owned
by American Drug Stores.

Grear raised che ssue wich the
Nevada Board of Pharmacy. which
agreed thar the pracuce was unetluea!,
and Sav-on azeeed o stop the mailings
But withour 2 tederal statuce surlawing
the pracnice. there's lots of incentive for
firms to continug to do i, " There's so
rauch going on with the sale of pre-
scripuion information,” suvs Grear “les
become a very valuable commodity.”

There's also nothing w stop PRMs
from offering pharmacists incenoives o
SUZLCST Lo custoners that they swich
tocertan drugs When a prescription s
Bilbad, the pharmaciss sends a request by
cornputer to the PBM o have -
proved by the insurance company 1 the
medicanion s abond name that n’t
on the snsurers s of preferred drugs,

the PRBM mue repdy wadh an offer of g

The loss of privacy

could cost you
your insurance,
your work, or the
prospect of a job.

cheaper genenic alternanive or anocher
brand-nume drug thae @5 on the insurer’s
preferced list.

In many cases, however, the insue-
ance company will pav for either brand-
name drug. The pharmacise has the op-
non of Diling the orginal prescription,
or gerung the patienc’s permission to
call hus or her docror and ask abour
switching. PCS ofters pharmacists a

commission of up to 312 per prescrip-

twen st the prescripton o changed. PCS .

spokesman Blair Jackson savs che com-
pany s compensating piurmacists for
therr nme. And sonwomes PBMs are
SUMPIY [0VING [0 §4ve insirnce compa-
nres money Bug some o the pharma-
ceuticals industry guesoon e practice,
especnlly when o PBM s owned by a

drug manufacourer,

Jeopardy on the job
BAs ARENY che onlv leuk
through which private medical
informazion can beceme public
without a putiens’s Kaow ledue Em-

slovers who sel-imsury oo anly have

dovess Lo L‘ll\]‘!([\‘t';‘ et al r:c‘urdx S0
they can process claome s thes cechnical -
Iy own chose records Asd oven when

ey e

eorplovers don’e sol i

s tor your coveriey, the msarer




considers the emplayer the Customer, not
the patient,” says Zov Hudson, a policy
analyst with the Health Privacy Project
at Georgecown Universicy, in Washing -
ton, D.C. “If emplovers ask for some-
ching, theyre likely 10 gec 1™

Sometimes insuress automacically
send copies of benefi claims. complece
with diagnoses and treatment plans, di-
rectly to an employer. Or if an emplover
asks why its costs are rising. an insurer
may disclose thar certain employecs are
undergoing expensive treacments for
AIDS or cancer.

No federal law specifically bars em-
ployers from using medicul records
when making decizions about promo-
uons, hiring and firing. A study pub-
lished in the Emplaymen: Righss and Ew-
pmment Pulicy Jowrna! ceported that
3567 of the fargest emplavers in the
LIS, consider medical intormacion
when making empluvyment decisions.

tn one case, an adminmistranive assis-
tant ac an international machinzry firm
mentoned in casual conversazion wirh
two co-workers thar ten vears earhier she
had been exposed o hepaticis. atthough
she had never become (Il When the
conversation was reporced to the com-
pany's direcror of human resources, che
woman agreed o allow the company ro
peciorm a blood test bur refused o sign
a blanker medical release As s resule,
she was suspended for three davs

Remstated after che test proved nega-
tive, the woman was nevertheioss em-
barrassed when she was asked o wear
rubber gloves while serving food a

meenngs and told not to come 10 con-

race with che company proadine’s secre-
rary. She eventually teft her job tor an-

other, taking a pav cut in the process.

Other conduits
NESURANCE COMPALNTLS Can
share your private muedical informa-
tisn with loes of ourads Oz

niens, some of which vou

L NOD even

bnow exise.

m Disease managers. [iwse 1irms are
hired by insurance companies to monn -

tor patients who have a speciric condi-

No federal law
prohibits the
sharing or selling

of a patient’'s
medical records.

vion. such as diabeces, asthma or con-
gestive hears fatbure, and make sure
thev're following the prescribed creat-
ment plan. Discase-management firms
aren’t required by law to keep pavent
medical histories conbhdenial.

m Accrediting organizations. Whilc
conducting a routine review, an outside
muanaged-care accrediting organizacion
may ask to survey an insurance plan’s
patients In response. the insurer may
release hundreds of pacient records.
“The problem 15 that whoever holds

the informacion at any moment 10 time,

whether 10 the insurer or the pharmacy

or the PBA, chinks thar s the owner
ot the informanon.” savs Fludson.

Even doctors can be unwizoingly
sloppy about keeping cheir patients”
records confidential, Consider a physi-
cian whao has contraces with severil
managed-care health insurance compa-
mies To obrain o contract. the doctor
may buve had to agree o allow the plan
to review all of his records—even those
of panents no i that plin—rto make
sure the standard of care 15 consistent,

The goal may be worthwinle, but
such reviews are done without the
knowledge of pasients And not every

phyvsicin goes wlong wieh the pracaice.

D Seephen Ducey, an incernise in
New London, Conn., refused o reveal
his records to a representative of
Physicians Heateh Service (PHISY, a
Connecticur-based insurance company,
Instead. Ducey was willing to disclase
only the records of PHS patients who
had acrually signed releases.

When one of Dr. Macgo Goldman's
psychorherapy patients applied for
long-tecm-care Insurance, che insurer
hired a medical clearinghouse to review
the patient’s medical history. The clear-
inghouse immediately demanded thas
Goldman fax the patient’s encire record.
“This did not seem necessary or appro-
priate, given that chey were evaluaring
him for long-term-care coverage,” savs
Goldman, a psychiarrist in the Boston
area. She persuaded the clearinghouse 1o
accept a clinical summary inscead.

Goldrman 15 seasitive to confidential-
1ty 1ssues because she is director of poli-
cy development for the Nartional Coal:-
tion for Patient Kighes, but nor all
physicians are s vigilane, "Ifa physi-
cian found it more expedient, or just
wasn't thinking abour privacy, it would
be easy to imagine that he would just
fax che whole record,” says Goldman.

Right now there's not much you can
do to ensure the privacy of your medical
records. State laws cover vanous slices
of medical privacy, but no federal
staruce prohibies che sharing or selling
of medheal infermartion without the pa-
tient’s consent. Even paying ourt of
pocket won't protect you because your
records may sull be reviewed by oucside
surance companies or other organiza-
vons 1i vour doctor 5 2 member of a
managed-cure plan.

The Deparoment af Health and Hu-
man Services os working on final rules
e safeguaed che privacy of elecrronic
medical records stored or transmiceed
by computer Bur those rules won't take
effect uind 2002 and che bulk of med-
teal reconds osadl on paper, I you give
the publs. the impression thar commu-
mICAtons can’t remain privace, chen the
pabhie fones contidence in the healch
care delneny svstem,” savs lobbyise
Pyvles B v Reprrzer: JUSTIN WISER




Date: January 11, 2000
Time: 9:40AM
Room: State House, Room 103

The Senate Committee on Insurance held a hearing on the following:

SB369 establishing a committee to conduct a study on the need for
standards to protect health information privacy.

Members of Committee present: Senator Wheeler, Chairman
Senator Eaton
Senator Fraser
Senator Squires

The Chair, Senator Katie Wheeler, opened the hearing.

Senator Katherine W. Wheeler, D. 21:

I'm going to open the Insurance Committee meeting this morning and
welcome our new committee member, Senator Eaton. We are delighted to
have him with us. And just for the record [ want to say that we will always
miss Senator Blaisdell. He was such an intricate part of this committee for
s0 many years that his absence will be felt.

But we're looking forward to a new session with Senator Eaton, with our new
Vice Chair, Senator Francoeur, who'’s not able to be here right now but I hope
will be coming in a little later. Senator’s King and McCarley are unable to be
with us this morning but we do have Senator Fraser and Senator Squires. I
am looking forward to a very productive session. I've asked Senator Fraser to
open the hearing on the first bill since I'm the Sponsor.

Senator Leo W. Fraser, Jr., D. 4:

Good Morning, I would like to open the public hearing on SB369,
“establishing a committee to conduct a study on the need for standards to
protect health information privacy.” The Chair recognizes the Prime Sponsor
Senator Katie Wheeler from District 21.




Senator Katherine W, Wheeler, D. 21:

Thank you Senator Fraser. I am Senator Katie Wheeler and I am the Prime
Sponsor of SB369, which was a request of the Insurance Department. The
whole issue of health information privacy is becoming increasingly important
at all levels. The only changes that I might suggest, in the bill that we will
listen to as people testify, is perhaps increasing the number of
Representatives and Senators on it, as we will have a lot of work to do.

And I know that there are other people who want to be consulted. Other
groups, so we will take those into account to. So, I think it's a very important
topic and I hope the Committee will look favorable upon it and I will defer
any other remarks of mine until after others have spoken.

Senator Leo W. Fraser, Jr., D. 4:
Thank you Madame Chairman and I would appreciate it if you would take
the chair.

Senator Katherine W. Wheeler, D. 21:

Thank you very much Senator Fraser. I will call you in the order on which
you've signed up unless there’s a reason to change. Sheila Evans is the first
person on the list. (Someone says something). Martha, oh, go away for
awhile and you forget what you should do. I'm sorry. I will call on the other
sponsors first, that is the normal procedure. Representative Martha Fuller-
Clark.

Representative Martha Fuller-Clark:

Thank you very much Chairman Wheeler, I appreciate the courtesy. For the
record my name is Martha Fuller-Clark, I represent Ward 2, Ward 5 and the
City of Portsmouth. As you heard from Senator Wheeler this is a bill that
was requested by the Insurance Department on the need to conduct a study
to protect health information privacy. I do have some information to share
with you from NCSL.

(See attached, Document #1)

So one of the challenges, I think, of this committee will be to look at if there’s
any possible way to be able to prevent that access to unauthorized and
inappropriate parties. So clearly the issue is to protect individual privacy

and at the same time allowing for justified access and research personal
health data.



(Representative Martha Fuller-Clark continues)

I think it’s clear that this is a complex issue. Many of you will remember that
2 years ago that main passed a patients privacy bill that turned out to be
completely unworkable and had to be rescinded by the Governor. It’s not
something that’s going to be easy to work out. I think it is clear that it needs
a committee. I think it’s true also that it may make sense to expand that
committee.

Legislation has passed in 6 or 7 other States that we need to look at. And we
need to be talking to as many interested parties as possible. And I hope that
we will find a way to be able to hear from patients as well as from the other
interested groups that have been mentioned in my previous testimony. I
would be happy to answer and I do think this is important that New
Hampshire devise a mechanism to solve this problem.

Senator Katherine W. Wheeler, D. 21:
Thank you very much for your testimony. Are there any questions? See
none. Representative Kathy Taylor, also a sponsor.

Representative Kathy Taylor:

Thank you Madame Chair, for the record I'm Kathy Taylor, Strafford,
District 11 from Dover. I think that almost all my testimony has been given.
I would second that we perhaps would need a larger committee, as thisis a
vast amount of information to be gathered and worked on. I know that
Rhode Island, Connecticut and Maine have all been working for years on this
and Maine has just implemented its second law after the first one was
rescinded. That went into effect as of January 1, 20000.

So I think that’s about it. I would be happy to answer any questions.

Senator Katherine W, Wheeler, D. 21:

Thank you very much. Are there any questions for Representative Taylor?
See none, thank you very much. I am going to call on Alex Feldvebel from
the New Hampshire Insurance Department since it was their request.

Alex Feldvebel - New Hampshire Department of Insurance;
Thank you Madame Chairman, Members of the Committee, my name is Alex

Feldvebel, I am here on behalf of the Insurance Department. I’d like to just
say a few words in terms of setting context for this bill.



(Alex Felduvebel continues)

One of the reasons I think it’s appropriate to go ahead now, expeditiously
with this study committee is that there is a lot happening on the Federal
level as well as the State level around health information privacy legislation
or rule making.

On the Federal level the Department of Health and Human Services is
required under the Health Insurance Portability and Accountability Act, has
promulgated a proposed rule on Health Information Privacy. Which is quite
detailed, I was just looking it over yesterday its 149 pages in small print.
And it provided basic standards for health information privacy and for access
to information for certain purposes such as, research and public health.

But it also is designed to basically set a floor, so that it would preempt State
law, only to the extent that State law might not include standards that are
up to the floor set by these Federal rules. It doesn’t preempt State law in
terms of going above the floor for providing protections. It also limited in a
number of ways, which the New Hampshire Legislature might not want to
limit itself.

It applies only to electronic information, so it doesn’t apply to paper
information. It applies only to providers and health insurance carriers not to
other insurers. And it does not apply to downstream users of the health
information.

So, it shouldn’t be viewed as necessarily as solving all the problems with the
respect to health information privacy. In fact, at the same time these rules
are being promulgated, Congress is considering further legislation on health
information privacy.

There were 3 bills in the last session and some of them would have provided
for stronger preemption of State law. One of them actually would have
completely preempted State law in less the State had some law in effect,
within 18 months of the effective date of the Legislation.

So I think that’'s even more reason for us to be looking at the issue and
figuring out whether we want our own standard and what that standard
should be. Because it’s possible at the Federal level there might be
Legislation that would preempt States that have not acted.



(Alex Feldvebel continues)

A side from that we have the model developed by the NAIC, the Health
Information Privacy Model Act, which is an important thing to look at. We
felt the Insurance Department did, it would be inappropriate just to put that
in a proposed piece of Legislation. This issue is so complex and the whole
situation is even more complex with this activity at the Federal level. It
made more sense to have a study committee than to just propose this NAIC
model law. So that’s all I had to say.

Senator Katherine W. Wheeler, D. 21:
Thank you. Any questions? Senator Fraser.

Senator Leo W. Fraser, Jr., D. 4:
Thank you Madame Chairman. Alex, you heard both Senator Wheeler and
Representative Fuller-Clark talk about increasing the size of the committee?

Alex Feldvebel:

Yes, that makes sense. I think its issue of great importance and great
concern to our factors. And I was also concerned that the initial draft, that
the other section, where we sort of list the stakeholders that need to be
consulted, that list maybe to short as well. So, I think it would be very well
to sort of consider both those factors, whether the committee should be
enlarged and whether the hist of stakeholders that need to be consulted
should be enlarged as well.

Senator Leo W. Fraser, Jr., D. 4:
Follow-up, Madame Chair?

Senator Katherine W. Wheeler, D. 21:
Yes, Senator.

Senator Leo W, Fraser, Jr., D. 4:
Would you be kind enough to give the Chair any additional interested parties
that you think should be in the bill?




Alex Feldvebel:

Well one thing that occurred to me is that sort of the whole research
community isn’t sort of represented on the list of parties that need to be
consulted. But I am sure we will hear more suggestions.

Senator Katherine W. Wheeler, D. 21:
Any more questions for Alex? See none, thank you very much. Sheila Evans
representing New Hampshire Women’s Lobby.

Sheila Evans - New Hampshire Women’s Lobby:

Yes, Good Morning, my name is Sheila Evans from the New Hampshire
Women's Lobby and the Women'’s Lobby is in full support of this bill. They
specifically, the board meet and looked at all the bills that were filed, and
specifically felt this was a very important issue for women and families of
New Hampshire.

The only emphasis, which would echo what Alex and others had said, 1s that
we thought that inclusion of healthcare consumers should have a diversity of
people from different aspects of health experiences.

Because we find that different stories that people have, help raise the
awareness of where and how privacy can be invaded. So we were hoping that
it would be expanded not just generic consumers but people with different
mterests in different areas.

Senator Katherine W. Wheeler, D. 21:

Thank you very much. Any questions from the Committee? I would just like
to make 1t clear that I think we all know that if a Committee such as this is
established that it’s a very good idea to have as many suggests in the
Legislation as possible. But if somebody is inadvertently left out there will be
plenty of opportunities for those voices to be heard. Kathy Bizarro from the
New Hampshire Hospital Association.

Kathy Bizarro - New Hampshire Hospital Association:
Good Morning Madame Chair, Members of the Committee.

(See document handed out in the hearing or attached to the original
copy, written testimony, Document #2).



(Kathy Bizarro continues)

One of the questions I was asked earlier was for potential additional
members for the study committee. I would suggest that the Hospital
Association would be more than happy to be involved.

But also there is a group called the New Hampshire Health Information
Management Association, they are a professional organization of medical
record professionals. They are very well versed in this area, so I would
suggest they would be a great group to include.

Senator Katherine W. Wheeler, D. 21:
Thank you very much. Are there questions? Senator Fraser.

Senator Leo W. Fraser, Jr., D). 4:
Kathy, is this a New Hampshire, are they here in Concord or where are they
located?

Kathy Bizarro:
They are a voluntary professional organization that we work closely with

them through the Hospital Association and they have a current board that we
can work with, to draw upon.

Senator Leo W. Fraser, Jr., D. 4:
So you will be able to get them?

Kathy Bizarro:
Yes.

Senator Katherine W. Wheeler, D. 21:
Any further questions? See none, thank you very much for your testimony.
Jim Hatem, representing State Farm.

Jim Hatem - State Farm:

Madame Chair, Members of the Committee, my name is Jim Hatem
representing State Farm Insurance. Just a follow-up, I think it’s been
mentioned before.




(Jim Hatem continues)

Our only comment is that property and casualty insurers have interest in
health information and we would like to make sure; or that we would request
that they be included in the members, the people who'll be providing
information and participating in the Committee.

Senator Katherine W. Wheeler, D. 21:

Thank you. Are there any questions for Mr. Hatem? See none, thank you
very much. Janet Monahan, representing the New Hampshire Medical
Society.

Janet Monahan - New Hampshire Medical Society:

Good Morning, for the record my name 1s Janet Monahan I'm representing
the New Hampshire Medical Society today. I think that previous speakers
have covered a lot of what I was going to mention. But I am handing out an
article; (See document handed out in the hearing or attached to the
original copy, Document #3) it’s interesting it's on medical records and
health information privacy. I got it out of Kiplinger’'s Financial Magazine, so
I thought it was interesting that this issue is important even to the financial
community.

Recently, President Clinton gave a speech and he said in that 1/3 of all
Fortune 500 companies check medical records before they hire or promote. I
think that’s a little bit scary. But in the article you'll see that health insurers
will look at employers as the customer. There buying health insurance for
their employees, they will give them accessed information.

And what I found very interesting, I was a meeting at the Medical Society
last night, we were talking about the health insurance program that we offer
to physician members. And Palmer Jones, my boss had said that our rates
are going up because of pharmaceuticals and two particular cases that were
expensive. So I asked him today, those 2 cases did the insurance company
give you the name of those people? He said yes.

And here Palmer’s not their employer that’s really scary. I don’t think those
physicians who used the services would necessarily want everyone to know
that. And I think that you really need to a handle on this to find out what is
appropriate to share with pharmaceutical companies, for example. Because
you know PBM’s that handle a lot of the mail order drugs have access to a
tremendous amount of information.



(Janet Monahan continues)

Just recently the State was about to sign a contract with a company; a PBM
that was going to provide lower cost drugs to low income people of New
Hampshire. And as part of that they said right in their materials that we’re
going to deduce the person’s diagnosis from what drugs we sell to them. And
then we're going to market over the counter products to these folks. I don’t
know that as people signed up for this program that they understand that
they're releasing a lot of their privacy.

So, this is very important and we are certainly willing to work with you folks
on this.

Senator Katherine W. Wheeler. D. 21:

Thank you. Are there any questions? See none, thank you very much for
yvour testimony. That concludes the list of those who've signed up. Is there
anyone else in the room who would like to testify on SB369? Seeing none I
will close the hearing on SB369.

Hearing on SB369 closed at 10:00am.

Respectfully submitted,
Linda Brosseau, Senate Secretary
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In 1999, a! lca:t 35 stelc legislatures fooked to enact laws clarilying the
boundaries bo:woon confidentiality and privacy of modical racords and rightful
accesa 1o com, wterized health information by quelified medical researchars,
Insurers and e uployers.

In today's streamfined manaijed care environment, confidentiat health and medical data are collected,
analyzed, distrbuted and acsessed In unprecadented quantities. Health carc providors acoess records 10
diagnose Ilinasses, coordina ‘e troatmoent and ohtain paymont for services renderad, and monitor other
hoalth care providors in an # itempt to hold health care costs to a minimum. Clinical researchors. uso
tedical records {o gather ve luable data on the course of a disease and how il rasponds to treatment.
Insurers refar to medical recisrds to determine coverags, make payments on claims, conduct utilization
reviews, and for underwriting purposes. An employer may use employee health care data to track worker
compensation claims and overali henlth care cosis.

The fact that these diverse, et interested, parties are able to obtain and use this confidential information
for 8o many difleran! purpos:us hes made the issus ol accass 10 madical records of paramount concem in
today's healih care debate.

Confldontial heattlh care info mation ¢an include an Individual's madical, psychiatric, or psychological
hietory, dlagnosls, condition, treatment, evaluation, or drug presoriptions. This information commeonly is
maintained in wrillen, auditory, visunl, slectronic, and olher physical forms. Consumers and lcgistalors
agree that it is nevessary to lkeep pationl hoaith care information confidental and free from unauthorized
access, regardless of whaih:ir the records are kept on paper, preserved on microtilm, or stored in
computer-ratriavabla form.

Key Issues

The single most pressing iss Je fueling the dabate about access to medical records is how o protoct an
individual's privacy while, at |he same time, allowing justified ressarch access to pergsonal heaith data,

The proliferation ¢f manago: care organizations has, In effact, cronted virtual storohousos of motdical
records information. This inf armation, incrensingly, is storod on computers and networked databases.
This has proven extremely h2ipiul to medical rosoarchors who ssek apcoess to patient records.
Computerization has alfowet’ for new, elaborate analyees of large multipurpose health databases.
Although ease of access to 118 information is bensficial for researchers, it is potentially intrusive to
individual patienis whose me dical records may be accessible without thelr consent or knowledge:,

Becauso of tho demand for {-calth care data, patients and providars are growing uneasy aboul 1ho crosion
of medicat privacy. Anecdotal Information In the print and alectronic media have told stories thal expose
iho vulnorablity ol the secur ty of computerized health records. This gives patients a juslified reason fo be
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worried about unwarrantod rlisclosure and, in somo cases, outright abuse of personal medicat records.
Threats to Medical Record Privaoy

Computerization, While eI cryption technology is available 1o ensure privacy and anonymity, the
computerization of medical 1ecords aotually may setve to decreaso privacy by complling informaition that
can be accessed by both au’hionized and unauthorized users. Computerization ultimately may increase
the amount of accassibla information as woll ag the risks of unauthorized medification and dissemination,

» Information: Computer: have the potential lo store vinually a limitless amount of data. Anyone with
accoss to medical rororids or the ahility 1o breach security measures Is liksly to be able to obtain
important personal infarmation such as a soclal sceurlty numbers, relevant addresses and dates of
birth.

+ Access: Unlike printed data, notworked information is accessibie from any location, by any compatant
computer user, at any i ne. This allows uccess to & large number of people and increasas the
possibility of mistakes or misuse.

¢+ Madification: Computer databages can be modified by skillad usors. Sccurity can bo broached and
recortds could be misuecd, changed or deleted.

s Dissemination: Cofleciing, exchanging and transmitting information can oceur much fasier by
computer, thersby inore sing the possibllity that medical information may ba widaly dissaminatad in a
shor poriod of time.

Partlos interested in mediral records

e Insurance companfes: Insurars use information conlained In medica! records before approving
treatrnent and/or extend ng coverage.

¢ Drug companies: Phaimaceutical companies may have partnerships whh doctors and hospilals thal
allow prescription recon’s to be uscd for markoting.

»  Court subpacnas: Pal onts somotimos are unawarn that their medical record history will be used in
courl. lNurthermore, unnecessary infformation can be included when the records are nol adequalely
screanad.

¢ Employers: Sensitive | salth data may becoma available to employers that ofler their own healih
plans.

Health Insuranco Portabillly and Accountabitity Act of 1296

Under the Health Insurance Ponability and Accountability Act of 1998 (HIPAA), the U.S. Department of
tHealth and Human Services (HHS) was asked to develop racomsnendations 10 protact the privacy ang
confidentlality ot health carc records. Secretary Donna Shalala prosented the recommendations to
Congrass in September 1987,

Secrotary Shalala urged Co 'gross to cnact fodoral legisiation that would provide new righte for palients
and define responsibilities avd imitations for those who need actess to medical records. According to
Secretary Shalala, by estebl shing a basic national standard of protection, there will be clear guidance and
significant incentives for the tair treatment of pereonal information by those in tha health care ficld, end
there will be real penaltios fc.r misues. Arong the provisions proposed in the sacrelary's repon:
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¢  Omanizations that aro ontrusted with health information must protect it against deliberate or
inavverlent misuse or diwclosure. Security measuras should be reguired to protect the
informatton against impr yper use by employees, or lhreats from outside. Organizalions hired
by providers and payers to process Information and compilete other laske also should be
bound.

*  Those who provide and pay for health care ghould be required to give paliants » cloar, writlen
explanation of how they ‘#ill use, keop and disclose information, Patients would ba able t6 see and
obtain copies of their records and propose corrections. A history of most disclosures would have to be
maintained and be madc accessible to patients.

*  There should be punishient for the misuge of personal health information and redross for paoplo who
are harmed by its misus-,

o The lederal health priver y legistation should supersede slate law that is lass protedtive
than the federal law. If cither the federal or state law forbits a disclosure, the disclosure should not be
mada. Thus, the conlide ntiglity protections should ba cumulative, and the federal lagislation shoutd
provide *loor preemption.”

e  Privacy protattions mus. be balancaed with the public responsibility to support national priorities--like
piiblic health, resaarch, +juality care and the fight against health carc fraud and abusc.

If Congress does not legislat2 on confidentiality by August 1999, then HIPAA calls for Socretary Shalala to
imposae confidentiality contre’s on oloctronic transaction systoms.

1999 Faderal Actlvity

With Congress’ sell-imposer Augusl 218l deadline 1o pass & medical records privacy bill passed, the
Department of Health and 11man Services' Office of the Assistant Segrelary for Planning and Evaluation
(ASPC) is busy drafting regu’ations. ASPE has unlil February 2000 to publish madica! records privacy
regulntions. A nofien of proposnd nilemaking is expociad sometimo in the fall. These regulations will
address privacy of electronit ally transmitted medical information only. The undenying provision in the
Heailh Insuranco Portability iind Accountability Act (P.L. 104-191) does not authorize tha Sacretary to
develop regulations on broacer issues of medical records privacy. Due 1o 1ha limitations on tha
Department in the law, the A-iministration continues to press Congress to snacl comprehansive medical
records privacy legisiation. Mo bills havae baen reported {rom commiltes in either the Fouse or Senats.

Pending in the Senate Healti,, Educafion, Labor and Pensions (HELP) Committes is S, 678, sponsorad by
commitiea chair, Senator Jin Jetiords (R-VT) and pending In the House Commerce Commitiee are two
biits, H.R. 1941 sponsored by Representatives Henry Waxman {D-CA), Gary Gondit {D-CA) and Edward
Markay (1)-MA) and H.FL. 24-'G, aponsored by Gongrassman Greenwood (R-PA). A sido-by-side
comparison of the House bills is available on the AF1 Heallh Commillee website at
hitp:/Aeww.nessl.org/statafad/atihith.htm,

Medical Record Laws

A case sludy in the difficulty 1 the implementation of slate medical records laws is exemplified by a 1096

Minnesota law. The law, wi ich has received much scrutiny, requires researchers that use madical
records 1o;

¢ Nofity, in writing, ai! patic nis seeking medianl care that madical records may be released for research
and that the patient may object;

s Obtain the patient’s gand ral authorization for the release of records for research, which doas not
cxpire bul may be revok- «d; and
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s  On request, inform palie vts whose records were released and tell ihem how they can contact tho
investigators,

A New Cngland Journal of Medicine articlo dated November 13, 1997, disputed the law for the ditticuitics it
ereated for providers and the rescarch community whan 1rying to access medical information for research
purposes.

The author of the articls, L. Joseph Malton 111, M.D., uses the fofiowing oxampie to illusirate some of the
difficultios created by the lav. at the Mayo Glinic In Rochester, Minnesota.

Increasing patients' cor trol over modical data is a laudable goal, but whal has been the resuit in
aclual practice? A quar'er of a million patients will be seen at the Mayo Clinic in 1887. For practical
reasons, the clinic hag ~hosen to comply with the new law through an appointment-based system.
Pationts with an appointimeni are sent an authorization form to sign, along with an explanatory lotter
and an informational biochure describing tha impontance of modical-records research to patiant care.
Paticnts without appoititments must be approached directly when they appear lor care. As of Oclober
1887, 86 percent of the: 214,000 pativnls who returned forms have provided this general
authorization for the M.twyo Clinle te vse their medical-racords information for rescarch if nondod. A
Clmsied Madical Gent 1, Mayo's main pariner in the Rochester Epideriiclogy Frofect, 97 percent
have provided the rese arch authorization, Because of logistic difficuliies inherent in a largo tertiary
referral center with ma.y access points, other patients did not receive or have nol relumed their
authorization forms, 1h reby necessilaling tha adaitional exponse of folfow-up letters. Superimposed
on this considerable et:on Is the need lo develop an elaborate system to irack the use of medical
records in research. Sinee the vast majonity of patients agree to the broad use of their
medical-records dala 1.n research, one has to quastion this expenditure of scarce heafth care
rasources, Indeed, th: overwholming prepondsranca of agraement is consisiont with the notion of
‘consiructed consent” rom the whole palionl population.

The complexity and sheer valume of state madical record laws randers a comprehensive overview
difficutt. In ite offon to esiat 'ish baseline information on stale medical record laws, the National
Conferonce of State Legisla'ures has baen working closely with the Health Privacy Project a1 Georgetown
Univarsily to help compile a complete picture of existing state laws. The Health Privacy Project has found
this to be a massive undert: king, but still hopes to have the roport complete sometime in late spring.

In an allempt to provide the most informalion In a timaly mannor, the Heallh Policy Tracking Servica al the
National Conference of Stat Lagislatures survoyed all 60 states last Novernber, The eurvey congisied of
the Georgetown Universily | aw Contor, Legislative Survey of State Confidantinfity Laws, with Specific
Emphasis on HIV and Immu nization wrilten by L.arry Gostin, et el. in 1986 as a baseline. The Health
Policy Tracking Service ask:d its state contacts 10 help update the Georgolown repert and the results are
lisied helow.

Tabila 1.
Medlcal Record Laws L
Quty to Maintain Confidentiallty of Medioe) Rocords | T
Duty to Malntaln
Cenfidentiality of
State Health care Computerized
Physk iang Othar Providere institutions _Insurers Records
Alsbama . 1.
Alaska X s
Avizona i o T
Arkansas X X . X X X ]
Culilomia X X ' X X 1 o
Colorado X X X 3
Connoctiout x %" X .. e R A ——
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Morida x n T x X
Georgla :
, 1 jawall
e idaho
{llinois
Indlana
lowa
KRNsAs
Kentucky
Loulsiana
Maina
Mansund
Mastaciiuselis
[#ichigan
Minnosota
Miseleslppl
|Missourd
Montana
Iﬁalnaaka
Neovals
New Hampshire
Naw Jorsey
Ngw Mexico
Now York
[Norh Canoling ™
North Dakota
Ohiu
Oklahoma
[Oregon
Ponnsylvania
Rhoo Isiand
: |South Carclina
N South Daksta
Tanneosos
Bxay
Utah
Vennont
%lﬂil\iﬂ
ashingion
Whasl Viiginia
Wisconsin
Wyoming X
Source: Health Polity Trac <ing Service, National Conference of Btate Legisiatures, December 1098,
Table 2.

Medical Record Laws Continued

Penalties for Impermissibk: Disclosure
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xel>eiretseh el seinclscl vl 3¢ me- e el e
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Parmitied Dicclosuras to: .
Mealth are Reaearchers Count Order Chvll Criming)
Stato o Provicors
Alabama 7] T X
Alnska
Arirong X X
Atkansas . X
Califomla X X X
_ﬁo!o?ﬁo e Rt TR I X mo | e
Dalawaro X
Flonda % B R % R B
X

Goorgla
Hawall

e v S N SR R I —— R
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[inciana

lowd

Kansas

Hantuoky

Louiclana
Waina
Marylund
Massachusalts .
Michigan SR SO
Minnesotn X X )
Minsigripgl X

w2
KX
X
XKkl |

Migzouri

Montana X X

Mebam—— | . SRR

avadn B

Now Hampshiro CLX

b AT b B R

Now Jorsoy

{NewMexioo |

New York L I IR

Noith Caroling

North Dakots

Chis

Oklahorna

oreadn””

x
x[>e[x| |ae]x >3

Ponnsylvanla

Lo

South CGurolaw
Gouth Dakota

Tennussus
Toxas

o Lo B Bt Bo] I b B B B B P

K
X
X

Rhodda ledand ¥ X
¥
X
X

x|

Ulgh
Varmont
Virtinia

L I ]
=

Wastdngton X

Waost Virginia

x| 2pag

Wyoning X

Source: Ilealth Policy Track ing Service, National Conference of State Legislatures, Decembar 1998.
Current State Activity

In 1998, Maino was the only state to enact a broad-based comprohensive medical records law that was
designed to protect the prive oy of madical records hy restricting what typos of information can be
releasnd, and to whom. Tho law was shorl fived however, Concerns voiced by the media, relatives of
hospital pationts and by the slergy, as woll as cautious interpretation by some hospitals lad legisiators to
suspend the law in a unanimous House and Senate vote when the eassion began In January. Govemor
Angus King (R} slgned the suspension into law soon thereafter, effective immediately.

In March of this yoar, Ropro-.ontativo Elaing Fullor {D}, the sponsor of the 1988 law, Intreduced an
amendmant 1o her bill {1 11::6) that was enacted into law in June. The law will take stfect February 1,
2000. Some key provisions 3t the measure inclutie expanding the fist of partios to whom heaith providors
may disclose information. A« originatly worded, the taw restricted Information that some family mombors
cotild get without writton pat ent authorization. in cases where a patient is unconscious and unable to
authorize disclosure, H 116€ will give heallh providers the authotity to disclose patlent information to the
spouses, parents, aduft chikiren, adult grandchildren, siblings, aunts, uncles and other adults famillar with
the palionl. The law also lis! s nen-family entilios to whom limited information may be disclosed. Among
them are schools and jails r:garding immunization information; anyone naading to set or confirm
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appointments for a third par'y; atiyone who is picking up a drug prascription for a third party; clergy asking
about room intormmtion and religious affiliation; media outlets asking o confirm the presence and genoral
health status of & patient; ar d members of the public asking for a room number and haatth gtaius of &
pttichiedpatieitCongressic nal desdline looming for federal uction, states have made medical records
confidentiality a top priority. Over 300 bills have been introduced ang more than 100 have olrendy passed
through at least one ehambor. Like last year, many of the proposats simply make technical changes to
exisling faw. In 1998, however, slates have followod Maine's lcad In 1998, as there have baen notably
more comprahensive efforte in dealing with medical record canfidontiality.

Montana was tho tirst state to enact a broad mediocal records oonfidentiality law in 1999. Scnaic bill 103,
gignad inte law on March 30", anacts the National Associatian of Insurance Commissioners (NAIC) Modot
Act. The law sets ctandard: for the use of medical information by insurors. Toxas also enacted a law (S
1237) that applios tho slate’s axisting privacy laws to pharmaoceutical benefits managers {P8Ms) and
insurers. PPrior to 1999, only five other slator--Arkansas, California, Maina, Now York and Oregon:-
reguiate how insurers use n adical records.

After soveral yours of debat i, Hawali enacied a comprehensive medical record taw (H 351} in June. The
detailed taw sels slandards or the use and disclosurs of both private and public health information. The
measure uses specific iangi.age to eatablish mechanisms to protect against the unauthorized and
inappropriate use of protecid health information that is maintained as part of haalth carg troatment,
diegnosis, enroliment, payr ant, plan administration, testing or research processes. The law creates
incentives to turn porsonal b zalth Information into non-identiftable health infarmation for oversight, health
regearch, public health, law anforcement, judiclal, ang administrative purposes. Finally, tha law enacts
penalties.

Finalty, North Dakota enaci2d a comprehsnsive law (S 2166) dealing with public health medical
information. The law sels ef andards and circumstances for the disclosure of individuals' madical records
wheh it containg perlinendt pt blic health information.

Tabla 3.
1999 Medical Record Legislation
Note: Since mure than 300 bills that refernnce medical rocords have been introduced In 1999, this updale
inciudes only those measun s that have anacled and designates if a state has introduced a bill on this
topic.

Stato LW Provislons " |seieline Introducod a BII
Alabama - I P S -
Alaska - - ' -
Aleska — - = - . B
Arkansas 11070 Acoess (o modical records for X

lagal proceadngs,

5527 Allows for & heatih facifity to

disclonn iadical recorts undar

tho order of o subpoono.

Gontidentiality of drug-free
e e .._8m workplace program.
Collfornia . - . X
Colorado H1214 Makes state iraume system X

L reconds confidential, s o
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Connoctiput

sS1100

& 1010

H7501a

H 7032

Dniaware

Appiies tho slato’s madioa)
record law to pharmacy
records.

Allws tha Department of
Menlal Hoplth and Adgdction
Samvicas to have sceeas lo the
records of Individuals that thoy
pravida carp 0.

Information 1o obtainad in
maodical records aboul
HIV/AIDS 1esiing of pregnant
WomMBtt,

Nuyubes MCOs to establleh
proceduros to maintain the
cenlidentiality of madica!
1ecords.

Fiorlda

H2125%

Allgws the Deparimont of
Health to obtain patient records
and insuranca Information
puravan! 1o ¥ subpoens without
writtun authorlzation from tha
pationt if the dapartment and
iha probatie cause panel of tho
approprioto bosrd, i any, find
reasonable cause to ballove
that & health core proctitioner
nas providod inadoquate
|medical care based oh
{nrmination of insurance and
algo find that appropdata,
reasenable attempls wara
macis o obiatn a pativnl
ralaasa.

|Georgla

Howalt

H59

H 660

and Insurance records.

Confldentiality of ‘raw resanrch’

Confidentielity of phammacy

H 3861

H 1158

8588

Comprohensive madical
racords privacy bill,

In conducling lrvestigationa
tha! ralate to the threat of
|pulstic health, allows an
aulherizod ropresantativh to
view tho limitad porlion of tho
patiant's medical record diractly
relevand In ime and scope to
1ho disoase incidenca under
[invostigation,

Allows any agency to provide
modical racorts 8t the requesl
of any clher paricipating
agency, of any offender
ratalving suponision or
trentmant whils undar vustady
of the state lor purposes of sox
offender traatment and
community supervision,
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Idaho

Miinols

51183

§ 387

5541

ST

Establishes immunization
regisiry.

211 29FM #8348 P. 1018

Provides that confidential
madical information idemifying
& patlant will not ba avaiinblo
for public mspection in g way
that ifontiflos a patlent.

Optomeatrisis medical necorda.

Hospital use and disclosura of
madicel reconds.

Confiduntiality of dentisty
reooras.

tndiana

H 1001

H 2085

Children's heaith insurance
medical reconds.

Establishas a sluty

immunlzation rogisty.

S 248

Provides for strict

confidontiality rolaling to a

patiant'’s HiV glatus. Contains

provistons when disclosura is
mitted.

Kansag

Kontucky

Lovislana

H174

H 620

H 1882

5670

S

Provides protection from civil
fand criminal Kaldily for the
coroner and his agants whan
conduciing any invastigation, or
raviaw of any ralavant medical
rooords without tho nocesaity of
authorzation, subpoana, or
courl order.

Malintonanoo of olectronio
prascription recordy and
pharmaciste handiing of
madicsl recotas.

Disclosure of minor's modical
and genetic rocords.

Sonial workers bandling ond
use of medical records.

Apoess 1o nexdiral rocords
owned by alate deparimonts for
regoaroh and othor statisticat

Ipurposes,
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Malne H518 Esiablishes a siudy tha " X

confidentinlily of rformotion
ragardifg persons recsiving
sorvicas fundad in whole or in
parl by the Mantal Hoalth,
Mental Retardation ang
Subsirncs Abugp Sarvices
Depastman.

H 1156 Amonds and clarlfies

comprehansive medical record

| low onactod |ast year.
Maryland i o -

—_Mamchuw“s._ . 0 A = kool

Michigan - -

Minnasola . =

Miselusippl 83018 Chitopeaciors' medical racords.

Misaourl .- =

Montana H 607 Parmis tha DOH fo promulyute

nutas 10 ensura tho

confidontiality of heaith

|informafion.

21|

]
1
'
i

x| | »e e

8108 QOomprahanalva madical
receidsy privacy bill targated at
|nsurars.

£ 300 Dofines raasonable faa far the
purposas of charging those
authorizod who retjuest coples
of thoire or others medical
S recordy. A
Nobraska L7 Pormits n pafiont's X
representative to requesl
|releageo of madioal roconds In
oortain clrcumstences. Sels
fesas o oblafn coats of medioal
e . _|revords.

|Novada ABN Disclosure of medical records X
of abusad children.

A23n Esiatlisties a system for tho
collaction of Information
ocngarning adverss birth
ouoomMas,

8163 Establishes that if & person
raceiving services in a homo
for individual residential carg Ix
transferred to anothgr homa,
the horme must forward a copy
of hig or her madlcal records 1o
_ AR A the other homa.
Now Hrmpihira = - X

New Joreey .- . X
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Now Mexloo 14M 20 " |celis for o study of the x
protostion, aurass, Lge,
diguiosura and alactronie
wansmission securily stardards
of personal health data.

Allows access to medicsl
Hany racords for patients applying for
disabliity banefiis.

v -- =
Nerth Carolina H 957 Estabiishes proceduras lor X
malntuining a alactronic copy
and papar oopy of a pationte
modical rocords.

H 858 Gonfidantial information
oblainad by HMO's or other
previder sponeorod
organirations may bs disclosed
srauan lo p cout order. I

North Dakota o 4y Suls fous for coples of modical X
rooords,

[§-YTo'} Parmits MCOs to put
|procedures in place 1o ansure
the nonlidentinlity of modicai
reQorgs,

52166 &o1s comprahansivo public
N . Lamith confidentialily standards.|
Ohle ] I 1) |Faas for coples of vital reoords. |
Oklahoma H 1368 Heguires informad sonsent for
disctosura of tissua gaimpdas (or
_ [resmarch purposes. .
Orogon H 2148 Contanis of ‘abstract rocords. X

-

Subposna of madlcal records.
e e . "'2179 P (—
Pennsylvanis | ~ - X
Rhode Island it e ) X
South Carolina H 3188 No patisnd proscriplion drug X
irformotion may bo transferred
withoul the writtan consent of
the patleni.

South Dekola 6128 Prividas that any patient X
information radolved by an
ambulanco service s
confidential,

8238 MCO proceduras tor handiing
land disciosing madical reords.

Ac083s (o records by kin ot
] H 1223 doooasod. e .o
Tennessee H 570 Provides Immunity from liability b
Jto a phanmadist for disciosing
pation! Informatlon in certain
circumetoncod,

Allows 8 hospita! to charge the
H 145 actunl costs of postage when
sonding madical reooris o

. ._lpatiant who reqiests thom.
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Toxns T Y Accuss 1t medicsl records
lupon tho doath of o prowvidar,
81287 Applies stato's privacy laws for
insurers to PBMs,
81908 Conlidentinlity of dentat
racords.
H 2202 Access and use of medical
Hmnnum by arhool basad haalih
oenters,
H 2455 Access 1o madical records of &
child by guardians.
Utah 541 Confidoniinfty of HIV/AIDS X
e . |patiants' racords, ]
Vermont - - I T
Virginia H 2107 Daama a minor an adult to X
consant for ralease of madical
records In cartain
clroumnstancos.
H2t3% Requires all providors to

dis0l056 madical recoris upon
rtpunnl of an injurad employea.

Provider cannot digclose

8 1010 seune vy miedical records for any other
H 2427 raason than what waz

corsanted,

Disclosurs of mantal health
§10564 rooords.

Digclosure of minor's medioal
61159 rocords for participation in
maedical assistance tanvices,

hscinstira of medical racorde
{or revlew for organ donalion

. I 51158 ontlal.
Washington = - X
Wos1 Virginia S00 Allows Indigont porsons Iree X ’

coplag of their madicat records

undar certain clrrumstancas. : —
{Wisconsin - ... . . - =
Wyoming H 227 Raquires the confiktentiety of X

modizal reccrds In profossional

assistanco programs.

Disclosure of maedical records

385 during [udlcial procesdings.

Source: Health Folicy Yracking Servics, Nalional Gonference of Stale Legisialures, June 1680,
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TESTIMONY IN SUPPORT OF SB 369

ESTABLISHING A COMMITTEE TO CONDUCT A STUDY
ON THE NEED FOR STANDARDS
TO PROTECT HEALTH INFORMATION PRIVACY

SENATE INSURANCE COMMITTEE
JANUARY 11, 2000

Good Morning Madam Chair and members of the committee. My name is Kathy Bizarro
and I am the Vice President for Strategic Information Services at the New Hampshire
Hospital Association. I would like to provide testimony in support of Senate Bill 369.

The need for standardization of health information privacy is clearly needed. This is a
complex and wide-ranging issue - even trying to define what constitutes health
information is tricky. As mentioned in the Senate bill language, there are attempts
currently underway at the national level to develop standards, but there has also been
work in this area at the state level.

Nationally, Congress passed a law in 1996, called the Health Insurance and Portability
Accountability Act (HIPAA), requiring that standards be developed to ensure proper
security of health information. The New Hampshire Hospital Association is working with
other state hospital associations and the American Hospital Association in formulating a
response to the US Department of Health and Human Services’ “Proposed Standards for
Privacy of Individually Identifiable Health Information”. The US DHHS’ proposal
focuses on personally identifiable electronic health information, which affects all
healthcare providers, insurers and healthcare clearinghouses. This primarily involves
medical record information.

At the state level, the New Hampshire Public Health Association received a Robert Wood
Johnson grant two years ago called “Turning Point” which involved an evaluation of the
public health infrastructure in the State of New Hampshire. There were several
workgroups established, including one to look at public health data availability. One
critical issue that arose was that there were different confidentiality standards for
different public health data sets (such as vital records and hospital discharge data). A
subgroup of public and private partners got together to develop language that would
streamline the privacy standards for all public health data sets. We are in our final stages
of development.

I urge you to consider all of the national and state initiatives currently underway. I'm
available to the committee if you’d like more detailed information. Thank you for the
opportunity to present my comments this morning,.

125 Airport Road @ Concord, NH 033017300 01 603.225.0900 71 Fax: 603.225.4346 O herp:/fwww.nhha.org
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+ John Sheehan found it
offensive when a sales

rep used information on his
patients to pitch a drug.
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by Eli Lilly, her firm's parent company.

Shocked that an outsider would have
access to his patients’ records, and the
audaciry to question his medical judg-
ment, Shechan promptly sent the sales
rep packing. “In my 23 years of prac-
tice, [ had never experienced anything
like that before,” says Sheehan. "It was
totally offensive.”

Offensive, perhaps, but not unusual.
While patients and doctors may assume
their relationship is confidential, drug
companies, insurers, employers and oth-
er outsiders know more about you and

your medical history than you think.
Sometimes this knowledge can be
annoying, as in the case of a drugstore
that uses informacion on customers to
sell you a particular medication or woo

you away from your current pharmacy.
Sometimes it can be embarrassing, as
when your employer finds our chat
you're being treated for a particular
medical condition.

Bue loss of confidentiality is more
serious if it deters you from secking
healch care. “If you eliminate privacy,
you eliminate psychotherapy,” says

Jim Pyles, & lobbyist on behalf of the
American Psychoanalytic Association
“Patients won't make disclosures unle
they feel there is a confidential relacic
ship with the physician.” Privacy adv.
cates worry that, taken to exeremes, k
of confidentiality could cost you your
healch insurance coverage, your job o
the prospect of future employment.
Congress has been wrestling wich
severzl broad preposals to safeguard t
confidenciality of medical informarcior
“If you have a medical record, you ha
a privacy problem,” says Sen. Parrick
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Leahy (D—V1t.), who is sponsering one
of che bills. Bur chances of passage
appear slim. Meanwhile, like Sheehan,
you may be surprised at how far afield
your medical history can gc.

Sheehan discovered tha jt's easy for
drug manufacturers to gec patient in-
formacion. In his case, the sales repre-
sentative was from PCS Healch Sys-
tems, one of the largese firms in
pharmaceutical benefit management
(PBM). Insurers hire PBM companies
to administer the prescription-benefic
i porcion of healeh insurance plans be-

cause it's cost-effective. But because
PBMs approve every drug a patient
buys, they have access to an enormous
amount of patient data. And chere’s
no prohibition against a PBM sharing
your information or selling it to drug
manufacturers, researchers, marketers
and other interested parties.

In fact, many PBMs are owned by
drugstore chzins or drug manufacturers.
At the time of Sheehan’s rude awaken-
ing in June 1998, PCS was owned by
Eli Lilly, which has since sold it to
Rite Aid. A company spokesman says
PCS doesn’t share patient dara with
Rite Aid, but there's no federal law that
specifically prevents it.

In fact, Rx America, a PBM based in
Utah, used patient data to solicic busi-
ness for its owner, American Drug
Stores. In 1997 American Drug Stores
sent coupons and solicitation lecters to
customers of Health Marr, an indepen-
dent drugsrore chain in Las Vegas, sug-
gesting thart they switch to Sav-on, a lo-
cal chain owned by American Drug
Stores, Health Mart owner and pharma-
cist Mary Grear became suspicious
when many of her customers received
solicitations. When Grear investigared,
she discovered that all of the customers
were covered by an insurance company
that used Rx America, the PBM owned
by American Drug Scores.

Grear raised the issue with the
Nevada Board of Pharmacy, which
agreed that the practice was unechical,
and Sav-on agreed to stop the mailings.
But without a federal statute outlawing
the practice, there’s lots of incentive for
firms to continue to do ir. “There's s0
much going on with the sale of pre-
scription information,” says Grear. “It's
become a very valuable commodity.”

There’s also nothing to stop PBMs
from offering pharmacists incentives to
suggest to customers that they switch
to cerrain drugs. When a prescription is
filled, che pharmacist sends a requese by
computer to the PBM o have it ap-
proved by the insurance company. If the
medication is a brand name that isn't
on the insurer’s list of preferred drugs,
the PBM may reply with an offer of a

The loss of privacy
could cost you

your insurance,
your work,_ or the
prospect of a job.

cheaper generic alternative or another
brand-name drug chat /s on the insurer’s
preferred list.

In many cases, however, the insur-
ance company will pay for eicther brand-
name drug. The pharmacist has the op-
tion of filling the original prescription,
or getting the patient’s permission to
call his or her doctor and ask about
switching. PCS offers pharmacises a
commission of up to $12 per prescrip-
tion if the prescription is changed. PCS
spokesman Blair Jackson says the com-
pany is compensating pharmacists for
their time. And sometimes PBMs are
simply trying to save insurance compa-
nies money. Bur some in the pharma-
ceuticals industry question the practice,
especially when a PBM is owned by a
drug manufaceurer.

Jeopardy on the job

BM$ AREN'T the only leak

through which privare medical

information can become public
withoue a patienr’s knowledge. Em-
ployers who self-insure not only have
access to employee medical records so
they can process claims, they technical-
ly own those records. And even when
employers don't sclf-insure, "if they're
paying for your coverage, the insurer
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considers the employer the customer, not
the patient,” says Zee Hudson, a policy
analyst with the Health Privacy Project
at Georgerown University, in Washing-
ton, D.C. “If employers ask for some-
thing, they're likely to get it.”

Sometimes insurers automarically
send copies of benefit claims, complete
with diagnoses and treatment plans, di-
rectly o an employer. Or if an employer
asks why its costs are rising, an insurer
rnay disclose that certain employees are
undergoing expensive Lreatments for
AIDS or cancer,

No federal law specifically bars em-
ployers from using medical records
when making decisicns about promo-
tions, hiring and firing. A study pub-
lished in the Emplayment Rights and Em-
ployment Policy Journal reported that
35¢% of cthe largest employers in the
1.5, consider medical information
when making employment decisions.

In one case, an adminiscrative assis-
tant ac an international machinery fiem
mentioned in casual conversation with
two co-workers that ten years earlier she
had been exposed to hepatitis, although
she had never become ill. When the
conversation was reparced to the com-
pany’s director of human resources, the
woman agreed to allow the company to
perform a blood test buz refused to sign
a blanker medical release. As a result,
she was suspended for three days.

Reinstated after the test proved nega-
tive, the woman was nevertheless em-
barrassed when she was asked to wear
rubber gloves while serving food at
meetings and told not to come in con-
tact with the company president’s secre-
tary. She evenrually left her job for an-
other, taking a pay cut in the process.

Other conduits
NSURANCE COMPANLES C3D
share your private medical informa-
tion with lots of outside organiza-
tions, some of which you may not even
know exist.

m Disease managers. These firms are
hired by insurance companies to moni-
tor patients who have a specific condi-
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No federal law
prohibits the
sharing or selling

of a patient’s
medical records.

tion, such as diabetes, asthma or con-
gestive heart failure, and make sure
they re following the prescribed treat-
ment plan. Disease-management firms
aren't required by law to keep patient
medical histories confidential.

m Accrediting organizations. While
conducting a routine review, an outside
managed-care accrediting organization
may ask to survey an insurance plan’s
patients. In response, the insurer may
telease hundreds of patient records.

“The problem is that whoever holds
the information at any moment in time,
whether it's the insurer or the pharmacy
or the PBM, thinks that it’s the owner
of the information,” says Hudson.

Even doctors can be unwittingly
sloppy about keeping their patients’
records confidential. Consider a physi-
cian who has contracts with several
managed-care health insurance compa-
nies. To obtain a contrace, the doctor
may have had to agree to allow the plan
to review all of his records—even those
of patients not in that plan—to make
sure the standard of care is consistent.

The goal may be worthwhile, but
such reviews are done without the
knowledge of patients. And not every
physician goes along with the practice.

Dr. Stephen Ducey, an internist in
New London, Conn., refused to reveal
his records to a representative of
Physicians Health Service (PHS), a
Connecticut-based insurance company.
Instead, Ducey was willing o disclose
only the records of PHS patients who
had actually signed releases. '

When one of Dr. Margo Goldman's
psychotherapy patients applied for
long-term-care insurance, the insurer
hired a medical clearinghouse to review
the patient’s medical history. The clear-
inghouse immediately demanded that
Goldman fax the patient’s entire record.
“This did not seem necessary or appro-
priate, given that they were evaluating
him for long-term-care coverage,” says
Goldman, a psychiacrist in the Boston
area. She persuaded the clearinghouse to
accept a clinical summary instead.

Goldman is sensitive to confidential-
ity issues because she is director of poli-
cy development for the National Coali-
tion for Patient Rights, but not ati
physicians are so vigilant. “If a physi-
cian found it more expedient, or just
wasn’t thinking about privacy, it would
be easy to imagine that he would just
fax che whole record,” says Goldman.

Right now there’s not much you can
do to ensure the privacy of your medical
records. State laws cover various slices
of medical privacy, but no federal
stacuce prohibits the sharing or selling
of medica! informarion withour the pa-
tient's consent. Even paying out of
pocket won't protect you because your
records may still be reviewed by outside
insurance companies or other organiza-
tions if your doctor is a member of a
managed-care plan.

The Deparcment of Health and Hu-
man Services is working on final rules
to safeguard the privacy of electronic
medical records stored or transmitted
by computer. Bur those rules won't take
effect until 2002, and the bulk of med-
ical records is still on paper. “If you give
the public the impression thac commu-
nicarions can't remain private, then the
public loses confidence in the health
care delivery system,” says lobbyist
Pyles. M0 — Reporter: JUSTIN WISER
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SENATE INSURARNCE COMMITTEE
Date January 11, 2000 Time 9:30am Public Hearing on SB369
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Report



STATE OF NEW HAMPSHIRE
SENATE

REPORT OF THE COMMITTEE

Date:
THE COMMITTEE ON Insurance
to which was referred Senate Bill 369
AN ACT establishing a committee to conduct a study on the need

for standards to protect health information privacy.

VOTE: 4-0

2000-3071s

Having considered the same, report the same with the following amendment and
recommend that the bill: AS AMENDED OUGHT TO PASS.

Senator Katie Wheeler
For the Committee
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Bill Title: establishing a committee to conduct a study on the need for standards to protect health
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Date Body Description

1/5/00 H  Introduced and Ref. to Insurance; SJ Convening Day, Pg.10
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1/31/00 S Committee Report , Ought to Pass with Amendment {3071} 2/3/2000 ; SC8,
Pg.37
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